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INTRODUCTION

This user manual is intended for final users and administrators of the RAN Dashboard.
It explains how to connect to the platform and use the interfaces to:

e Read statistics and alarms.

e Communicate with equipment and endpoints.

e Administrate the application data.

This version of the manual is written and usable for the version 2.2 of the RAN Dashboard.
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1. Authentication

1.1 Login to access the platform

You can access the dashboard through web browsers. It can be accessed with both HTTP
and HTTPS protocols. If you are not logged in, you will see the login screen:

[
|

lq

USERNAME i

kerlink — —

communication is everything

AN 4 o
Figure 1 - Login screen

(1) Fill your username and password.

(2) Click on the “Login” button. If your credentials are correct, you will be logged into the
application. Otherwise, you will get an error message.

(3) In case you forgot your password, click on the “Forgot password” link to retrieve it.
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1.2 Session expired

The time of your session is set and defined by the server. Two minutes before it expires,
you will be informed by the following message:

o | \Warming, you ected in 2 minutes (10:05:16 AM). -~ STATIONS WITH USER Station distribution by user disk values (%
SYSTEM DISK ALARM DISK ALARM
—— 020 1] e 020 o

Figure 2 - Session expired message

So, you have to finish and save your current work otherwise you will lose it.

You can logout and reconnect yourself before the end of the current session to reinitiate
the expired date. If not, you will be automatically redirected to the login page at the end of

the session.

1.3 Forgot password

:
4

ENTER YOUR EMAIL TO RESET YOUR

kerlink —

communication is everything

L Sl -
Figure 3 - Forgot password screen
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(1) To retrieve your password, enter the email set in your account and click “Continue”.
You will get an email with a link, allowing you to reset your password.

1.4 Reset password

NEW PASSWORD

kerlink ===

communication is everything

Figure 4 - Reset password screen

(1) Type your password twice and click “Change password” to reset your password. Once
done, you will be logged in the dashboard and your password will be changed.
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2. Main menu

& Bsc 2.1 BSC
- Fleet: Consult and analyze the statistics on your fleets.
Fleets - Stations: Search and manage your stations.
- Alarms: Consult the last alarms on your fleets.
Stations
Alarms
2.2 RNC
@ RNC - Spectrum: Analyze the radio frequency activity of your modemes.
- Radio configuration: Consult the radiopath and channel
Spectrum frequencies of your modems.

- Modem statistics: Consult and analyze the statistics of your

Radio configuration
modems.

Modems statistics

LNS 2.3 LNS

- Clusters: List your clusters.

- Stations: Consult the stations.

- Endpoints: Search and manage your endpoints.
- Alarms: Consult the last alarms on your clusters.

Clusters
Stations

Endpoints

Alarms 2.4 Workflows

- Templates: List workflow templates and create new one
- Running: List workflows currently in progress
Completed: List completed workflows

% Workflows

Templates
Running

Completed
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2.5 Administration

@ Administration

- Customers: Manage customers and attach/detach fleets and
clusters

Customers

- Fleets: Create, update and delete fleets
Fleets - Stations: Create and import stations

- Clusters: Create, update and delete clusters
Stations - Endpoints: Create and import endpoints

- Users: Manage users

Endpoints

Users
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3. BSC

3.1 Consult and analyze the statistics on your fleets

kerlink

Administration v

BSC LNS
& B &0 e0
Select your fleet Core Network Fleet
Synthesis Last operations
@ Disconnected stations 1 Station
® Opened door stations 3 7276FFO008080067
@ Unlocked gps stations 10 7976FFO02E040491
@ Stations with disconnected alarm 12 7276FF002E040491
Stations with open doors alarm 5 7276FF002E040491
Stations with unlocked gps alarm 9 7276FFO02E040491
Overview of 13 stations
STATIONS WITH CPU Station distribution by CPU values (%) STATIONS WITH
ALARM RAM ALARM
0.20 o
21..40 0
23% 4160 : 0%
61..80 0
g1.100 W 1
STATIONS WITH Station distribution by system disk values (%) STATIONS WITH
SYSTEM DISK USER DISK ALARM
ALARM 0.20 0
21.40 B 2 \
4160 0 23%
0%
61..80 8
81..100 0
STATIONS WITH Station distribution by RSS! values STATIONS WITH
RSSI ALARM TEMPERATURE
~ 0.0 10 ALARM
21..40 0
15% 4160 0
0%
61..80 0
81..100 0

Figure 5 - Fleets overview

&} cart (0 stations) \‘J superadmin [;ﬂ

Operation Date

12/05/2017
12/05/2017
12/05/2017
12/05/2017

® Set management 12/05/2017

Station distributicn by RAM values (%)

0.20 10
21.40 a
41..60 a
61 .80 1}
81..100 i}

Station distribution by user disk values (%)

0.20 8
21.40 [ 2
41 .60 a
61..80 a
81..100 Q
Station distribution by temperature values ('C)

<50 | 10
51 .. 60 a
61..70 a
71..80 Q
>81 1]

(1) Click on the “Fleet” button in the main menu to access to an overview of your fleets.

(2) Select one of your fleets.

(3) The “Synthesis” panel shows an overview of the stations with alarms on their
connection, door or GPS. If you click on it, you will be redirected to the stations page
with a preconfigured search form to get the list of stations with this kind of alarm.
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(4) The “Last operations” panel shows the last operations of the stations in the selected
fleet.

(5) The “Overview” panel shows an overview of alarms and values from stations in the
selected fleet.

(6) Each “donut chart” represents the percentage of stations with an alarm. If you click on
it, you will be redirected to the stations page with a preconfigured search form to get
the list of stations with this kind of alarm.

(7) Each “bar chart” represents the distribution of the stations according to their values.
If you click on one bar, you will be redirected to the stations page with a preconfigured
search form to get the list of stations in this range of values.
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3.2 Search and list the stations of your fleets

kerlin

LNS

Select your fleet:

@ @8

Core network fleet

&y cart (0 stations)

‘ Super Admin

Filter the stations 2

EUI Type and select stations

Status Connected Disconnected Never connected

Door Closed Open Unknown

% Workflows
GPS Locked Unlocked Unknown
Administration v

Filter on alarms Filter on values
CPU alarm CPU value: frem % 1o 3
RAM alarm RAM value: frem % o 3
System disk alarm System disk value from % to %
User disk alarm User disk value: from % to %
RSSlalarm RSSI value: from % to %
Temperature alarm Temperature value: from °C to C

SEARCH
List of stations
CPU
ﬁ:r EUl Type Status Door GPS
Alarm date Alarm value  Lastmin. val
7276FFO0080200AE | wirnet.station Disconnected | Closed | Locked €
7276FF0O008080067 | wirnet.station TYPE_LLORA_MONO(915) Disconnected Closed = Unlocked g
7276FFO00B0EO35A | wirnet.station TYPE_LORA_MONO(923) Connected Open Locked 1C
7276FFO00B0EO8F1 | wirnet.station TYPE_LORA_MONO(868) = Connected Open Unlocked 1C
7276FFO00B0EQEDO  wirnet.station TYPE_LORA_MONQ(868) Connected Closed = Unlocked €
7276FFO00B0EQF9F | wirnet.station TYPE_LORA_MONOQ(868) Disconnected Closed = Unlocked 1z
7276FFO00B0EOFCF  wirnet.station TYPE_LORA_MONQ(868) Connected Open Unlocked 1C
7276FFO00B030007  wirnet.station TYPE_LORA_MONQ(868) Connected Closed 09/25/2017 10:59:25 AM 100 % €
7276FFO00BO30A3A | wirnet.station Connected Closed = Unlocked 4
7276FFO00BO30A48 | wirnet.station Connected Closed = Unlocked z
1-10/13 lines Page1/2
H: >

10 v | lines / page

Figure 6 — BSC Stations list

(1) Click on the BSC "Stations” button to access to the list of stations.

(2) Select a fleet.
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(3) The filter panel allows you to filter the stations according to several criteria.

(4) The list panel shows the result of the search. If no filter is set, it shows a list of all
stations in the selected fleet.

(5) You can choose which data of the stations you want to display, and which values of the
selected data you want to display. To do that, open the table menu and select “Show
/ hide columns”. A modal will list all available columns and allows you to select which
one you want to show or hide.

(6) For each station in the list, you can:
- Add the station to the cart (or remove it).

- Go to the details page of the station.
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3.3 Manage your stations cart
Q%EISCE a éNS@ 5] & Cart (10 stations) ‘ Super Admin [

Your cart Move Delete Workflow @

Core network fleet

7276FF00080200AE Fleet N
7276FF0008080067

7276FFOD0B0E035A

7276FFO00BOEOBF1 m

7276FFO0080EOEDO

7276FFO0080EOFOF

7276FFO00B0EQOFCF

7276FFO00BO30007

7276FFO0DBO30A3A

7276FF000B030A48

E Workflows @

B Administration V

o
o
o+
oF

Figure 7 - Stations cart

(1) Click on the cart button.

(2) The panel “Your cart” shows the list of stations currently added in your cart. You can
remove some stations or empty your cart by clicking on the respective buttons.

(3) These buttons allow you to respectively save the current cart, load stations of many
previous saved carts and manage previous saved carts. These functionalities are
described in the paragraph 6 - Cart management.

(4) The tabs correspond to all the actions you can perform on the stations in your cart.
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3.4 Consult and manage the properties of a station

3.4.1 Station attributes

BSC LNS

& aMon
7276FFO0080E035A Statistics Remote v Configurations v Versions v @  Tasks
EUI 7276FFO0080E035A 12
&
NAME est 1 o
- &
FLEET ore network fleet B it
TYPE wirnet.station TYPE_L... o 6
IP ADDRESS 192.168.4.130 10 : Q
PORT 10161 - "
o
SATELLITES 0 S52 :
STATUS Connected (ETHERNET)
DOOR Open
GPS Locked
UPTIME an hour Leaflet | @ OpenSteethiap comtriburors
Last events Last operations Health
date name value date type data
09/28/2017 CONNECTION TRUE Get controls CPU
09/28/2017 START System disk
09/28/2017 CONNECTION FALSE User disk
09/27/2017 POWER_LOST RAM
08/31/2017 DOOR OPEN RsSI
08/31/2017 DOOR CLOSED Temperature
Modems list

Serial number Location Type

000281 1

Hardware vers.

TYPE_LORA_MONO 06

Software vers.

& cart (10 stations)

Nb. antenna Central freq.

1 923 Mhz 2

Figure 8 — BSC station attributes

s Super Admin Eﬂ

SNMP Events

Last remote coordinates
LONG.

LAT.

ALT.

Override coordinates
LONG.
LAT
ALT.

-1.5833
48.15
10m

Nb. front radiopath  Nb. radiopath  Radiopath

2 1.2Khz

(1) Click on the BSC "Stations” button to access to the list of stations then click on the
EUI of the station you want to consult.

(2) This panel shows the attributes of the station.

(3) The map shows the position of the station. The first coordinates are retrieved from
the station.

(4) The panel “Last events” lists the last events triggered by the station. You can mark
an event as read by clicking on the check button next to the event.

(5) The panel “Last operations” lists the last operations executed on the station.
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(6) The panel “Health” lists the current state values of the station.

(7) The panel “Modems list” lists the modems of the station.

(8) You can edit or move the station by clicking on the floating button.
3.4.2 Station statistics

3.4.2.1 Link status

BSC LNS

a A& @ ® cart (10stations) P super admin [
7276FF00080E035A Statistics emote v Configurations Versions v i @  Tasks SNMP Events

Link status

450000 B

E Workflows

400000 B
B} Administration 3500008
300000 B -

250000 B

™

200000 B -

150000 B -

100000 B
S0000B [ﬂ\‘ Eﬂ
iy 1 o [l 4 I

T T T T T T y T T
Sep Sep 04 Sep 07 Sep 10 Sep 13 Sep 16 Sep 18 Sep22 Sep 25 Sep 28

Figure 9 - Station link status
(1) Access to a station page then click on the “Statistics” menu and select “Link status”.
(2) The chart displays:
- The periods when the station was connected and disconnected.

- The number of bytes received (rx) and sent (tx) to the station.
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° BSC LNS
ker‘llnk r 2 Y @ (& cart (10 stations) o Super Admin
7276FF000B0EO35A Statistic emote v Configurations v Versions + @® Tasks SNMP Events
RAM
@ Administration @
Sep "Sep 04 sep07 "Sep 10 sep 13 "Sep 15 sep 19 Sep 22 sep25 "Sep 28
——— maximum average ——— minimum Temporal unit Hour
— alurm thrsshold — alarm hysterssis
Figure 10 - Station RAM statistics

(1) Access to a station page then click on the “Statistics” menu and select “RAM”.

(2) Set the temporal unit (Hour, Day, Week, Month, Year) you want to use.

(3) The chart displays:

L]

- The RAM percent utilization (minimum, average and maximum) by temporal

unit.
- The alarms threshold.

- The alarms hysteresis.

- The triggered alarms with their values.
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e BSC LNS
ker‘hnk & & Y| @ & Cart (10 stations) o super Admin [
N 7276FF000B0EO35A Statistic emote v Configurations v Versions + i @ Tasks SNMP Events
CPU
E Workflows - B
B Administration @
|
I | o |
1|y by My (W [ vl
Wl 'le,«‘ p“|wf",l ) R I ‘.: bt | N
/
Sep "Sep 04 sep07 "Sep 10 sep 13 "Sep 15 sep 19 Sep 22 sep25 "Sep 28

——— maximum average ——— minimum Temporal unit Hour
——— alarm thoeshold ——— alarm hystapesis

Figure 11 - Station CPU statistics
(1) Access to a station page then click on the “Statistics” menu and select “CPU”.
(2) Set the temporal unit (Hour, Day, Week, Month, Year) you want to use.
(3) The chart displays:

The CPU percent utilization (minimum, average and maximum) by temporal
unit.

The alarms threshold.

The alarms hysteresis.

The triggered alarms with their values.

This document is the strict property of Kerlink and shall not be either copied nor sent without express
written authorization of Kerlink

Kerlink m2m technologies reserved rights

Internal Use

Confidential ) ) ) 2
Kerlink — 1 rue Jacqueline Auriol — 35235 THORIGNE-FOUILLARD Page 26 / 108

Strict confidential




link

communication is everything

Document title:
E-CON-User-Manual-RAN-
RAN Dashboard user  Dashboard-2.2
manual Version: 1.0
Author: MTH / SFA
Date: 06/12/2017

3.4.2.4 System and user disks

BSC LNS

o
kerlink a@ A@ o8

7276FFO00BOEO35A Statis

System disk

E Workflows

B Administration ™

@ & cart (6 stations) ‘ Super Admin (53]
Remote v Configurations Versions v : @®  Tasks SNMP Events

- @ fmm || (o

disk used

User disk

T T T T T T T T T
Sep 05 Sep 08 Sep 11 Sep 14 Sep 17 Sep 20 Sep 23 Sep 26 Sep 29

alarm hysteresis Temporal unit Hour

alarm threshold

T @ BEnE || (5mm

T T T T T T T T T
Sep 05 Sep 08 Sep 11 Sep 14 Sep 17 Sep 20 Sep 23 Sep 26 Sep 29

— alarm threshold — alarm hysteresis Temporal unit Hour @

Figure 12 - Station disks statistics

(1) Access to a station page then click on the “Statistics” menu and select “Disks”.

(2) Set the temporal unit (Hour, Day, Week, Month, Year) you want to use.

(3) The chart displays for system disk (3) and user disk (4):

- Asnapshot (for hour temporal unit) or an average (for other temporal units) of
the system disk percent utilization.

- The alarms threshold.
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The alarms hysteresis.

3.4.2.5 RSSIWan

Configurations v

The triggered alarms with their values.

e Super Admin Eﬂ

(& cart (10 stations)

SNMP Events

@

Versions ~ Tasks

©

° BSC LNS
kerlink h Am @a@

7276FF00080E035A Statistics’ Remote v
RSSI Wan

E Workflows

B Administration

Is.q; Sep 04 Sep O
maximum average
—— alarm threshold ——— alarm hysteresis

T T T T T T
Sep 13 Sep 16 Sep 19 Sep 22 Sep 25 Sep 28

v

&)

Temporal unit Hour

Figure 13 — Station RSSI statistics

(1) Access to a station page then click on the “Statistics” menu and select “RSSI Wan”.

(2) Set the temporal unit (Hour, Day, Week, Month, Year) you want to use.

(3) The chart displays:

The alarms threshold.

The alarms hysteresis.

The RSSI (minimum, average, maximum) by temporal unit.
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(1) Access to a station page then click on the “Statistics” menu and select “Temperature”.

The triggered alarms with their values.

3.4.2.6 Temperature

BSC LNS

r 2 Y| (& cart (10 stations) o super Admin [
7276FF00080E035A Statistics Remote « Configurations Versions ~ i @  Tasks SNMP Events
Temperature

T T T T T T T T T T
Sep Sep 04 Sep 07 Sep 10 Sep 13 Sep 16 Sep 19 Sep 22 Sep 25 Sep 26

Temporal unit Hour v

Figure 14 - Station temperature statistics

)

(2) Set the temporal unit (Hour, Day, Week, Month, Year) you want to use.

(3) The chart displays:

The temperature (minimum, average, maximum) by temporal unit.
The alarms threshold.
The alarms hysteresis.

The triggered alarms with their values.
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3.4.2.7 Power supply voltage and source

e BSC LNS
ker‘hnk 2@ amen @ Cart (6 stations) ‘ Super Admin [
7276FFOD0B0EQ35A @le ~ Configurations ~ Versions v ¢ @ Tasks SNMP Events

Power supply voltage

Bl workflows o mae o L L
B Administration ™ @
\

T T T T T T T T T T
Sep Sep 05 Sep 08 Sep 11 Sep 14 Sep 17 Sep 20 Sep 23 Sep 25 Sep 29

voltage Temporal unit Hour @

Power supply source

0.8
0.6
T T T T T T T T T
Sep Sep 05 Sep 08 Sep 11 Sep 14 Sep 17 Sep 20 Sep 23 Sep 26 Sep 25

main unknown Temporal unit Hour @

Figure 15 — Station power supply statistics
(1) Access to a station page then click on the “Statistics” menu and select “Power supply”.
(2) Set the temporal unit (Hour, Day, Week, Month, Year) you want to use.
(3) The chart displays the station power supply in millivolts.

(4) The chart displays the station power source.
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3.4.2.8 Uplink
e BsC LNS
kEPllnk & @ AaB o0 @ & Cart (10 stations) “'J superadmin 5]
7276FF002E040491 Statistics v Remate v Configurations v Versions v H @ Tasks SNMP Events

Number of uplink messages
B workflows 8 @
B Administration Vv 57
o T T T T T T T T T
Mov 09 Mov 12 Nov 15 Nov 18 Mov 21 Nov 24 Mov 27 Nov 30 Dec
Temporal unit Hour v

2 uplink messages

Uplink bytes

8B
6B
0B T T T T T T T T T
Hov 09 Nov 12 Mov 15 Mov 18 Hov 21 Mov 24 Mov 27 Hov 30 Dec
Temporal unit Hour v

—— uplink bytes

Figure 16 - Station uplink statistics
(1) Access to a station page then click on the “Statistics” menu and select “Uplink”.
(2) Set the temporal unit (Hour, Day, Week, Month, Year) you want to use.
(3) The chart displays the number of uplink messages.

(4) The chart displays the size of uplink messages in bytes.
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3.4.2.9 Downlink

BSC LNS

°
ker‘hnk 2@ amen @ Cart (6 stations) ‘ Super Admin [
7276FFOD0B0EQ35A Statistic: ote v Configurations ~ Versions v ¢ @ Tasks SNMP Events

Number of downlink messages

E Workflows

B Administration ™

T T T T T T T T T T

Sep Sep 05 Sep 08 Sep 11 Sep 14 Sep 17 Sep 20 Sep 23 Sep 26 Sep 25

£ downlink messages Temporal unit Hour @

Downlink bytes

0

T T T T T T T T T T
Sep Sep 05 Sep 08 Sep 11 Sep 14 Sep 17 Sep 20 Sep 23 Sep 26 Sep 25

— downlink bytes Temporal unit Hour @

Figure 17 - Station downlink statistics

(1) Access to a station page then click on the “Statistics” menu and select “Downlink”.
(2) Set the temporal unit (Hour, Day, Week, Month, Year) you want to use.
(3) The chart displays the number of downlink messages.

(4) The chart displays the size of downlink messages in bytes.
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3.4.2.10 Packet forwarder

e BSC LNS
ker‘llnk ) Aapoen & cart (10 stations) “'J superadmin 5]
7276FF002E040491 Statistic: ote v Configurations v Versions v H @ Tasks SNMP Events

Uptime

Bl workflows 8

Administration v 57

T T T T T T T T T
Hov 09 Mov 12 HNov 15 Mov 18 Hov 21 Mowv 24 Mav 27 Mov 30 Dec

——— uptime Temporal unit Hour @

Restarts

0.8
0.6
0.0 T T T T T “
Mov 0% Nowv 12 MNov 15 Mov 18 Mov 21 MNov 24 MNov 27 Mov 30 Dec
0 restarts Temporal unit Hour @

Figure 18 - Station downlink statistics

(1) Access to a station page then click on the “Statistics” menu and select “Packet
forwarder”.

(2) Set the temporal unit (Hour, Day, Week, Month, Year) you want to use.
(3) The chart displays the uptime of the packet forwarder.

(4) The chart displays the number of restarts of the packet forwarder.
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3.4.3 Station remote

3.4.3.1 File explorer

BSC LNS & ¢ 0 Gﬂ
t tati 1 i

a E 2 m ® u art (0 stations) “J superadmin

7276FF0008080067 Statisti Remote v Configurations Versions v H @®  Tasks SNMP Events

(=]

vmf@ [ s 5B 0 X 0O o = o=

>0

> e OOODODODODDDOD O

> Oewe _sfa bin dev etc home knet lib media mnt
> [ home

S DD EEDD

B Administration v > [ media opt proc root run shin sys tmp usr var
> 3 mnt

> B B

> Oproc 32> lb  tuty

> [ root
> 3 mun
> [3 sbin
> Osys
> O mp

> Qusr
> O var

@ Name: tutu Last update: 08/23/2017 9:1
Size: 5 octets

@ The file explorer uses asynchronus commands, some of them may take a long time to respond.

Figure 19 : Station file explorer

(1) Access to a station page then click on the “Remote” menu and select “File explorer”.

(2) This panel displays the path of the selected directory. You can click on any directory in
order to explore it.

(3) This panel displays the tree view of directories. You can right click on a directory to
execute several actions.

(4) This panel displays the content (directories and files) of the selected directory. You can
right click on elements to execute several actions.

(5) The toolbar allows you to do several actions like upload a new file, create a new folder,
copy/cut/paste elements or change the display of the content panel (4).
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Note: the copy/cut/paste functions are only available for elements from the station
itself. You cannot copy/cut an element from your computer to the station.

(6) This panel displays the details of the selected directory or file.

3.4.3.2 Shell
L BSC LNS
kerl'nk & & @ @ @ Cart (10 stations) a Super Admin Eﬂ
7276FFO00B0E035A Stati Remote v Configurations + Versions v § @®  Tasks SNMP Events

Shell

Username

Password
CONNECT TO 7276FF00080ED

E Workflows

B Administration

Figure 20 : Station remote shell login
(1) Access to a station page then click on the “Remote” menu and select “Shell”.

(2) Fill the SSH username and password then click on the “Connect” button. If your
credentials are correct, you will be logged to the station and access to the following

console. Otherwise, you will get an error message.
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Connecting to OB0EO8FI1...
Connect: Fl
[root@Wirnet £l ~]# 1s /etc
HOSTHRME i
protocaols
klk update
firstinit

fstab logrotate.conf se

fw_env.config shadow
group mke2fs.conf shadow-

hostname mtab

nsswitch.conf

udhcpd. ushnet . conf

vsftpd.conf

Figure 21 - Station remote shell console

The console works like a SSH client so you can execute instructions like “vi” or other context
needed commands. Moreover, this functionality only works if the station is in the same
network than the application server.
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3.4.3.3 Command

BSC LNS

&0 Ry &Y cart (0 stations) JJ superadmin 5]

7276FFO02E040491 Statistics v Remote rations v Versions v H @ Tasks SNMP Events

[7276FF002E0404811# I

% Workflows
Administration

© Remote command is not an interactive remote shell, some commands may not work or take a long time to respond. In addition, the
commands are always executed in the same context.

Figure 22 - Station remote command
(1) Access to a station page then click on the “Remote” menu and select “Command”.

(2) The console allows you to execute non-interactive and no context needed commands.
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3.4.4 Station configurations

3.4.4.1 Supervision

ker’ﬁnk :?Ssgn & 6N5® o & cart (0 statians) &) superadmin 5]

7276FF002E040491 Statistics v Remote v M@uns v H @ Tasks SNMP Events

Supervision

1PV4 address snmp Supervisor community public

Supervisor port 10162

= @

Agent port 10161

% Workflows

Administration

Figure 23 : Station supervision configuration

(1) Access to a station page then click on the “Configurations” menu and select
“Supervision”.

(2) The “Supervision” panel allows you to configure the destination server of the station
events.

Note: An update of the “Supervision” configuration will trigger a restart of the station. So,
a message informs you that the station is rebooting and ask you to check that the
modifications are well applied after the station is restarted.
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3.4.4.2 Alarms

o
ker‘llnk ésgﬂ & ELNS@ B Y Cart (0 stations) J'J superadmin &

& Bsc

7276FF002E040491 Statistics v~ Remote v Configurations v Versions ~ ¢ @ Tasks SNMP Events
Fleets -
Stations Alarms
Alarms
CPU
CurrentValue 3%
Threshold ] 95%
BH workflows Hysteresis 0 10%
Administration v RAM
CurrentValue 19%
Threshold ] 90 %
Hysteresis D 10%
System disk
CurrentValue
Threshold n 30%
Hysteresis D 10%
User disk
CurrentValue
Threshold 0 90 %
Hysteresis D 10 %
RSSI
CurrentValue
Threshold O 8%
Hysteresis |:| 3%
Temperature
CurrentValue 37°C
Threshold ] 9o
Hysteresis 0 7°C
Door
CurrentValue CLOSED
Threshold ] 11000 Ix
Gps

CurrentValue UNLOCKED

Threshold D 1517 sec

Figure 24 - Station control configuration

(1) Access to a station page then click on the “Configurations” menu and select “Alarms”.
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(2) The “Control” panel allows you to configure the thresholds and hysteresis for several
alarms (CPU, System disk, User disk, Door ...). The current values are displayed next to
each property. The colour shows the state of the value according to the threshold and

hysteresis.

B8 Administration

3.4.4.3 System

BSC LNS

] Aamen

7276FFO0080E035A Statistics v Remote « Configurations v @

System

TMO rollback (h)

Statistics period (h) |j

SEND

History

From 09/18/2017 8:00 PM To 09/18/2017 8:00 PM

TMO rollback

From 09/13/2017 4:30 PM To 09/28/2017 1220 PM

TMO rollback

Statistics period

1

Statistics period

1

° Super Admin

&Y cart (0 stations)

@® Tasks SNMP  Events

@ [] eon

L]

@ COMPARE

Figure 25 : Station system configuration

(1) Access to a station page then click on the “Configurations” menu and select “System”.

(2) The “System” panel allows you to configure the system properties of the station.

The “TMO rollback” is the number of minutes to rollback after losing WAN connectivity
following a configuration.

(3) The “History” panel displays all the modifications of the properties. You can select
many rows and click on the “Compare.” button to view the changes.
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3.4.4.4 LAN

BSC LNS
& a EY:) &Y cart (0stations) 0 super Admin [
7276FF00080E035A Statistics + Remote v Configurations S v @  Tasks SNMP Events
Lan
Duration threshold for |10 Power threshold for |.1gg

interference
detection (dbm)

interference
detection (s)

History

From 09/18/2017 8:00 PM To 09/18/2017 8:00 PM

Duration threshold for interference detection Power threshold for interference detection

10 -100

From 09/13/2017 4:30 PM To 09/28/2017 4:40 PM

Duration threshold for interference detection Power threshold for interference detection

10 -100

Figure 26 : Station LAN configuration

Radio configuration

Radio configuration

° COMPARE

{"SX1301_conf": { "lorawan_public™ true, "antenna_gain": 0, /* antenr

{"SX1301_conf" { "lorawan_public™: true, "antenna_gain" 0, /* antenr

(1) Access to a station page then click on the “Configurations” menu and select “Lan”.

(2) The “Lan” panel allows you to configure the interferences detection properties of the

station.

(3) The “History” panel displays all the modifications of the properties. You can select

many rows and click on the “Compare.” button to view the changes.
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3.4.4.5 Clock

1] BSC LNS
kerlink & Aa@o8

7276FFO0080E035A Statistics v Remote v
Clock
Auxilary source ® NTP PTP

synchronization
NTP1 address 0.fr.pool.ntp.org

Master clock source [ ]

B Workflows

B Administration

SEND

History

From 09/18/2017 8:00 PM To 09/18/2017 8:00 PM

Auxilary source synchronization Period

NTP PRTHOUR

From 09/13/2017 4:30 PM To 09/28/2017 4:40 PM

Auxilary source synchronization Period

NTP PRTHOUR

Configurations

NTP1 address

0.fr.pool.ntp.org

NTP1 address

0.fr.pool.ntp.org

&Y cart (0 stations)

o Super Admin Eﬂ

v i @®  Tasks SNMP Events

Period 1 hour v

NTP2 address 1.fr.pool.ntp.org

e COMPARE

NTP2 address Master clock source
1.fr.pool.ntp.org FALSE
NTP2 address Master clock source
1.fr.pool.ntp.org FALSE

Figure 27 : Station clock configuration

(1) Access to a station page then click on the “Configurations” menu and select “Clock”.

(2) The “Clock” panel allows you to configure the clock properties of the station.

(3) The “History” panel displays all the modifications of the properties. You can select
many rows and click on the “Compare.” button to view the changes.
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3.4.4.6 VPN
ker‘link HW:SE & ﬁm@ g € Cart (0stations) ) superadmin @

7276FFO0080E035A  Stalistics v Remote

Vpn

VPN configuration

SEND

From 09/18/2017 800 PM To 09/18/2017 8:00 PM

VPN configuration

# 4 # Client-side OpenVPN 2.X config file for # # connecting to multi-client server. # # # # Comments are preceded with ‘#' or ;' # # #

From 09/13/2017 4:30 PM To 09/28/2017 4:50 PM

VPN configuration

# # # Client-side OpenVPN 2.X config file for

Figure 28 : Station VPN configuration
(1) Access to a station page then click on the “Configurations” menu and select “VPN”.
(2) The “Vpn” panel allows you to configure the VPN property of the station.

(3) The “History” panel displays the previous modifications of the property. You can select
many rows and click on the “Compare.” button to view the changes.

This document is the strict property of Kerlink and shall not be either copied nor sent without express
written authorization of Kerlink

Internal Use

Kerlink m2m technologies reserved rights

Confidential

Kerlink — 1 rue Jacqueline Auriol — 35235 THORIGNE-FOUILLARD Page 43 / 108

Strict confidential




Document title:
s E-CON-User-Manual-RAN-
RAN Dashboard user  Dashboard-2.2
I I n k manual Version: 1.0
communication is everything Author: MTH / SFA
Date: 06/12/2017

3.44.7 WAN
kerlink i@ smon & cat (ostatons) ) Swperrdmn [

7276FFODUSOEO3SA  Stalistics v Remote v

Wan
- SORT INTERFACE TYPES BY ORDER
= 2G/3G/4G PRIGRITY 1
Login Passw
B a
N Pin cod
Wlan PRIORITY 2 ¢
SSID mywifi ki Mode weR v
Wianpassword  abedef1234567
Wlan PRIORITY 3 ¢+
SSID myewifike Mode wEP wWrA
Wianpassword  abedef1234567
History COMPARE
Frorm 09/18/2017 8:00 PM To 09/18/2017 8:00 PM
Lagin Password APN Pin code DHCP. Default 1P Default brosdcast Default gateway ssio Mode Wilan password Order
maminternet 0000 TRUE 192.168.4155 192.168.4255 192.168.41 my-wifi UNKNOWN abedel12345677 1]

From 09/13/2017 4:30 PM To 00/28/2017 4:50 PM

Legin Password APN Pin code DHCP. Default IP Default broadcast Default gateway ssin Mode Wian password Order

mZminternet 0000 TRUE 192.168.4.155 192.168.4.255 192.168.4.1 my-wificklk UNKNOWN abedel 12345677 ]

Figure 29 : Station WAN configuration
(1) Access to a station page then click on the “Configurations” menu and select “Wan”.

(2) The “Wan” panel allows you to configure the network properties of the station. You
can drag and drop each interface to order them by priority.

(3) The “History” panel displays all the modifications of the properties. You can select
many rows and click on the “Compare.” button to view the changes.
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3.4.5 Station versions

3.4.5.1 Current version

° BSC LNS
kEr‘lInk & 2 ®8 ¢y cart (0 stations) ‘ super Admin [
. Remote « Configurations v Version i ®

7276FFO0080E035A Statistics v Tasks SNMP Events

Current version

bscc_v2.0
firmware_2016.05v1.5
gps_sw_1.00 (59843) hw_00070000

linux_3.10.104-3.10.104-kIk6

lorasnmp_v2.0

packet_forwarder_spf 4.0.1-klk1-1-ged04100 +hal_libloragw_5.0.1-klk2

Administration

Figure 30 - Station current version

(1) Access to a station page then click on the “Versions” menu and select “Current
version”.

(2) The “Current version” panel displays the installed version of the software in the
station.
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3.4.5.2 Version history
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7276FF00080E035A Statistics ~ Remote v Config Versions v i @® Tasks SNMP Events
Version history COMPARE
@ RNC From 09/13/2017 4:40 PM To 09/28/2017 4:40 PM
bsce_v2.0

firmware_2016.05v1.5
gps_sw_1.00 (59843) hw_00070000
B Administration linux_3.10.104-3.10.104-klk6
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lorasnmp_v2.0

packet_forwarder_spf 4.0.1-klk1-1-ged04100 +hal_libloragw_5.0.1-klk2

From 09/13/2017 4:30 PM To 09/13/2017 4:30 PM

bsce_v1.11

firmware_2016.05v1.5
gps_sw_1.00 (59843) hw_00070000
linux_3.10.104-3.10.104-kIk6
lorasnmp_v1.11

packet_forwarder_spf 4.0.1-klk1-1-ged04100 +hal_libloragw_5.0.1-klk2

Figure 31 - Station versions history

(1) Access to a station page then click on the “Versions” menu and select “Version
history”.

(2) The “Version history” panel displays all the versions installed in the station. You can
select many rows and click on the “Compare.” button to view the changes.
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3.4.5.3 Software update

BSC LNS

J
kemnk : . . & cart (0 stations) 0 super Admin [
sC Versions O]

7276FFO0080E035A Statistics v Remote v Configurations ~

Execute a software update Last execution
File EXECUTION DATE 09/13/2017 4:33)
APPLICATION DATE 09/13/2017 4:33:57 PM

Tasks SNMP Events

STATUS 0K

@ Administration

Apply update
@ Now @ Planned for (UTC time)
Q SEND

(1) Access to a station page then click on the “Versions” menu and select “Software
update”.

Figure 32 - Station software update

(2) Click on the panel and choose a TAR.GZ file or drag and drop it from your computer.
(3) Choose the time you want the station to apply the update.
(4) Click on the “Send” button. The station will proceed the update asynchronously.

(5) This panel displays the information of the last update execution task refreshed every
15 minutes. You can also see all the executions on the “Tasks” tab.

3.4.6 Station tasks

The tasks tab is an advanced feature. It lists all tasks that were run on the station and allows
you to debug issues by checking the tasks status and details: when clicking on a task, you can
see all its messages and SNMP logs.
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7276FF00080E035A Statistics ~ Remote v Configurations « Versions + i @  Tasks Events
Filter the tasks 2
ID(s) Comma seperated IDs Status v
Period * 08/28/2017 16:46 to 09/28/2017 1¢ Methods v

Workflows
B4 Workflow SEEE

@ Administration v

List of tasks
ID Status Date Method Criteria Error code  Error message
162466 0K 09/28/2017 4:46:21 PM  Get controls {"customerld™"5" 'fleetld":"135" "equipmentld™:"505" userld":"25129"}
162465 0K 09/28/2017 4:46:21 PM  Get controls {"customerld™"5" 'fleetld":"135" "equipmentld™:"505" userld":"251297}
162464 0K 09/28/2017 4:46:05PM  Get controls {"customerld™"5" 'fleetld":"135" "equipmentld™:"505" userld":"25129%}
162463 0K 09/28/2017 4:46:05PM  Get controls {"customerld™"5"'fleetld":"135" "equipment] 1d":"251297}
162462 0K 09/28/2017 44549 PM  Get version {"customerld™"5"'fleetld":"135" "equipmentl| 1d""25019%}
162461 0K 09/28/2017 4:45:49 PM  Get controls {"customerld™"5" 'fleetld":"135" "equipmentld™:"505" userld":"251297}
162460 0K 09/28/2017 44549 PM  Get version {"customerld™"5" 'fleetld":"135" "equipmentld™:"505" userld":"250197}
162459 0K 09/28/2017 4:45:49 PM  Get controls {"customerld™"5" 'fleetld":"135" "equipmentld™:"505" userld":"251297}

162458 0K 09/28/2017 445:36 PM  Get configuration  {"customerld™"5" fleetld":"135" 'equipmentld™:"505" userld""25019"}

162457 0K 09/28/2017 445:36 PM  Get configuration  {"customerld™"5" fleetld":"135" 'equipmentld™:"505" userld""25019"}

1-10/1481lines Page 1/149
2 3 45 > »
10 v lines/page

Figure 33 - Station tasks
(1) Access to a station page then click on the “Tasks” tab.

(2) Select criteria then click on the “Search” button to filter the tasks. Let empty criteria
to get all of them.

(3) The list displays the tasks according to your filters. You can click on a task row to display
the task messages and the SNMP logs below the list:
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Task messages: OK - 63266 - 04/19/2017 11:59:53 AM - GET_VERSION

PROGRESS STATUS LOCATION MESSAGE CONTINUE?

Received from application Sarvice.getCurrentVersion() Yes

Routing to equipment Router routingToEquipment() Yes

Routing to equipment Queue.pushedToQueueAfter Yes
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Send to equipment Queue sendingToEquipment() Yes
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essage()
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entResponse()
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Display oid names

CONTENT

GET[requestiD=0, errorStatus=Suceess(0), errorindex=0, VBS[1.3.6.1.4.1.46911.50.1.1.0 = Null;
1.3.6.1.4.1.46911.50.1.2.0 = Null; 1.3.6.1.4.1.46911.50.1.3.1.1.1 = Null; 1.3.6.1.4.1.46911.50.1.31.21 =
Null; 1.36.1.4.1.46911.50.1.3.1.1.2 =Null; 1.3.6.1.4.1.46911.50.1.3.1.2.2 = Null;
1.3.6.1.4.1.46911.50.1.3.1.1.3 = Mull; 1.3.6.1.4.1.46911.50.1.3.1.2.3 = Null;
1.3.6.1.4.1.46911.50.1.3.1.1.4 = Null; 1.3.6.1.4.1.46811.50.1.3.1.2.4 = Null;
1.3.6.1.4.1.48911.50.1.3.1.1.5=Null; 1.3.6.1.4.1.46911.50.1.3.1.2.5 = Null;

136141 E 3116=Null; 1.3614146911501.3126=Null;
1.3.6.1.4.1. E .3.1.1.7 = Null; 1.3.6.1.4.1.46911.50.1.3.1.2.7 = Null;
136141 E 3118=Null; 136141469115013128=Null;

136141 E 3119=Null; 1.3614146911501.3129=Nul;

23.1.1.10 = Null; 1.3.6.1.4.1.46911.50.1.3.1.2.10 = Null;
231441 = Null; 1.3.6.1.4.1.46911.50.1.3.1.2.11 = Null;
1361414691150.1.31.112=Null; 1.3614.146911.501.31.212=Null;
13614146911501.31.113=Null; 1.36.14.146911.501.31213=Null;
1.3.6.1.4.1.46911.50.1.3.1.1.14 = Mull; 1.3.6.1.4.1.46911.50.1.3.1.2.14 = Null;
1361414691150131115=Nul; 1.3614146311.50131215=Null]]

RESPONSE[requestlD=270005484, errorStatus=Success(0), errorindex=0,
VBS[1.3.6.1.4.1.46911.50.1.1.0 = 40:38:24:3a:60:00:14:52:03:71:8a:f8:32:09:bf:2f;
1.3.6.1.4.1.46911.50.1.2.0 = 6; 1.3.6.1.4.1.46911.50.1.3.1.1.1 = noSuchObject;
1.361414691150.13121=
Bc:69:68:75:78:5f-33:26:31:30:20:31:30:34:2d:33:25:31:30:26:31:30:34-2d-6b-6c:6b:36:00;
1.3.6.1.4.1.46911.50.1.3.1.1.2 = noSuchObject; 1.3.6.1.4.1.46911.50.1.3.1.22 =
66:69:72:6d:77:61:72:65:5f:32:30:31:36:26:30:35:76:31:26:35:00; 136141 469115013113=
noSuchObject; 1.3.6.1.41469115013123=
67:70:73:51:73:77:5f:31:26:30:30:20:28:35:39:38:34:33:29:20:68:77:5f:30:30:30:37:30:30:30:30:00;
1.3.6.1.4.1.46911.50.1.3.1.1.4 = noSuchObject; 1.3.6.1.4.1.46911.50.1.3.1.24 =
62:73:63:63:5f:76:31:2e:37:2d:33:2d:67:32:32:35:31:30:30:63:00; 1.3.6.1.4.1.46911.501.31.15=
noSuchObject; 1.3.6.1.4.1.46911.50.1.3.1.25=
B0:6f:72:61:73:60:6d:70:5f.76:31:20:37:2d:32:2d:67:30:35:62:63:30:33:61:00;
1.3.6.1.4.1.46911.50.1.3.1.1.6 = noBuchObject; 1.3.6.1.41.46911.501.3.126 =
70:61:63:6b:65:74:5f-66:6f 72:77-61:72:64:65:72:5f:73:70:66:20:33:20:31:20:30:2d:6b:60:6b:31:31:20:2b
:68:61:60:5f:60:69:62:6c:6{:72:61:67:77:5f.34:20:31:26:33:2d:6b:6¢:6b:32:00;
1.3.6.1.4.1.46911.50.1.3.1.1.7 = noSuchObject; 1.3.6.1.4.1.46911.50.1.3.1.2.7 = noSuchlnstance;
1.3.6.1.4.1.46911.50.1.3.1.1.8 = noSuchObject; 1.3.6.1.4.1 46911.50.1.3.1.2.8 = noSuchlnstance;
1.36. .3.1.1.8 = noSuchObject; 1.3.6.1.4.1.46911.50.1.3.1.2.9 = noSuchlInstance;
1.3.8. .3.1.1.10 = noSuchObject; 1.3.6.1.4.1.46911.50.1.3.1.2.10 = noSuchlInstance;
1386 -3.1.1.11 = noSuchObject; 1.3.6.1.4.1.46911.50.1.3.1.2.11 = noSuchlnstancs;
136 -3.1.1.12 = noSuchObject; 1.3.6.1.4.1.46911.50.1.3.1.2.12 = noSuchlinstancs;
1.3.6.1.4.1.46811.50.1.3.1.1.13 = noSuchObject; 1.3.6.1.4.1.46811.50.1.3.1.2.13 = noSuchlnstance;
1.3.6.1.4.1.46911.50.1.3.1.1.14 = noSuchObject; 1.3.6.1.4.1.46911.50.1.3.1.2.14 = noSuchlnstance;
1.3.6.1.4.1.46911.50.1.3.1.1.15 = noSuchObject; 1.3.6.1.4.1.46911.50.1.3.1.2.15 = noSuchinstance]]

Page 1/
o

Figure 34 - Tasks messages and SNMP logs
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3.4.7 Station SNMP logs

The SNMP tab is an advanced feature. It lists all SNMP requests that were made on the

station and allows you to debug issues by

checking the requests details.

BEC LNS
& &0 &0
F276FFO0ZEDA04591 Statistics Rermote w

Filter the SNMP logs

Pariod * 11/08

SEARCH

List of SNMP logs

B administration

Id Qrigin Date

1627903 From equipment  12/05/2007
52419 PM

1627902 To equipment 12/05/2007
5:24:19 PM

& cart [0 statioy

Configurations ~ Versions w H @ Tasks SN

7524 PM 10 12/05/2017 5:24 PM

Content

J superadmin Eﬂ

Display oid names

RESPONSE[requesiiD=095125674, errorStatus =Success(l), ermorndex=0, VBS{1.3.6.1.4.1.460711.50.1.1.0

= Of: 57 dbedf12°65:97 66:86:45 7hdd 1 5.46:00096, 1.3.6.1.4.7.460711.50.1.2.0 = &
1.3.6.1.41 46911.50.1,500,0 = 3539344735 30:36: 36,34 31,35 34,37 41,3645,
1.3.6.1.47.46811.50.1.3.1.1.1 = noSuchObject: 1.3.6.7.4.7 46817.50.1.3.1.2.1 =
G069 6875785342031 2.3 !
1.3.6.1.4.1.46911.50.1.3.1.22 =

c2di6beGe:6b:00; 1.3.6.1.4.1.46977.50.1.3.1.1.2 = noSuchObject;

G660 72:6d:77:61:72:65:5033:20:32:24:62:65:74:61:312d:31:34:2:67:36:6 5:36:66: 65:63:66:532:30:31:3

7:30:33:33:31:30:36:30:36:3
1.3.6.1.4.1.46911.50.1.3.1.23=

3:00; 1.3.6.1.4.1.46811.50.1.3.1.1.3 = noSuchObject;

E7:70:73:5f73:77-5032:2e:33:30:20- 26:39-33:37-30:36-20: 20:68: 7751 30:30:30:38:30:30-30:30:00;

1.36.1.4.7.46811.50.1.3.1.1.4 = noSuchObject; 1.3.6.1.4.7.46811.501
ETREI A3 M THER 2e31:2d 31
noSuchObdect; 1.3.61.4.1.46911 501.31.2.5=

6e6172:67:73 6e6d 705 76:32 2e:31:24:37:2d:67:34:66-39:63-65:3 2 36:00
1.3.6.1.4.1.46911.50.1.3.1.1.6 = noSuchObject; 1.3.6.1.4.1 46911.50,1.3.1.2.6 =
T061:63:6b:65:74: 56667 72T
26160 5E6C:60-62:6 1 32:50:35:2ec31: 20 30:2d-6b:e:Gbe31:00;

24=

(67 36396231 383535300, 1.36.1.4.1.46911.5071.31.1.5=

F2E05 TR 5T ET0:66:32:20:35:20:31: 2 30: 2d-Bb e Sbe 32:20: 2b:68

1.3.6.1.4.1.46911.50.1.3.1.1.7 = noSuchObject; 1.3.6.1.4.1.466711.50.1.3.1.2.7 = noSuchInstance;
1.3.6.1.4.1.46911.50.1.3.1.1.8 = noSuchObject; 1.2.6.1.4.1.466117.50.1.3.1.2.8 = noSuchinstance;
1.3.6.1.4.1.46911.50.1.3.1.1.9 = noSuchObject; 1.3.6.1.4.7. 46677 50.1.53.1 2.9 = noSuchinatance;

1.3.67.4.1.46911.50.1.3.1.1.10 = noSuchDbject; 1.3.6.1.4.7.46071.50.1.31.2.10 =

1.3.6,1.4.1.46911.50.1.3.1,1.11 = noSuc

noSuchinglancs;

= noSuchinstance,
1.36.1.47.468711.50.1.3.1.1.12 = noSuchDbject; 1.3.6.1.41.46971.501. 31212 =
1.3.6.1.4.1.46911.50.1.3.1.1.13 = noSuchObject; 1.3.6.1.4.1.46871.50.1.31.213=
1.3.6.1.4.1.46911.50.1.3.1.1.14 = noSuchObject; 1.3.6.1.4.146911.501.31.2.14 =
1.3.6.1.4.1.46911.50.1.3.1.1.15 = noSuchObject; 1.3.6.1.4.1.46911.50.1.3.1.216=

noSuchinsiance;
noSuchinstance;
naSuchinstances;
noSuchinstancel]

GET[requestiD=0, erorStatus=Success(0), errorindex=0, VBS[1.3.6.1.4.1.46911.50.1.1.0 = Null;
1.3.6.1.4.1.469711.50.1.2.0 = Null; 1.3.6.1.4.1.460711.50.7.500.0 = Mull; 1.3.6.1.4.1.46911.50.1.3.1.1.1

Mull; 1.3.6.1.4.1.46911.50.1.3.1.2.7 = Null; 1.3.6.7.4.1.46917.50.1.3.1.1.2 = Null

Figure 35 - Station SNMP logs

(1) Access to a station page then click

on the “SNMP” tab.

(2) Select criteria then click on the “Search” button to filter the SNMP logs.

(3) The list displays the SNMP logs according to your filters.

(4) You can switch to the oid values or the oid names by checking / unchecking this

checkbox.
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3.4.8 Station events

The events tab is an advanced feature. It lists all events that were triggered on the station
and allows you to debug issues by checking the events details. Events can be alarms (high CPU
value for instance) or simple events (station start, door open/closed...).

Y Cart (0 stations) “J 5]
@®  Tasks SNMP Events

% Workflows

Administration

(1) Access to a station page then click on the “Events” tab.

(2) Select criteria then click on the “Search” button to filter the events.

v

BSC LNS

& @ &0 e0

7276FF002E040491 Statistics v Remote v

Filter the events

Type

SEARCH

List of events

Select type

Id Date

68834 12/05/2017 4:56:21 PM

68816 12/05/2017 3:55:30 PM
68817 12/05/2017 3:55:30 PM
68815 12/05/2017 3:55:05 PM
68602 12/05/2017 2:54:38 PM
68512 12/05/2017 1:53:46 PM
68507 12/05/2017 1:52:34 PM
68310 12/05/2017 12:52:58 PM

68309 12/05/2017 12:52:53 PM

68109 12/05/2017 11:52:01 AM

Rows per page: 10 ¥

Figure 36 - Station events

Configurations v

&)

Versions v

Period *

Type

START

11/05/2017 5:24 PM 10 12/05/2017 5:24 PM

CONNECTED

START

DISCONNECTED

START

START

CONNECTED

DISCONNECTED

START

START

»

(3) The list displays the events according to your filters.

Value

1-100f 533
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3.5 Consult the last alarms of your fleets

o BSC LNS
kerlink A @ gon
Fleet friew

KERLINK  3galarms
Core Network S.. @8 Core Network F.. (€D

OMA

omaF1 [0 ]
SFA
% Workflows Fleet SFA [ 0 ]
Administration v
Filter alarms
Tiee v Status

SEARCH

Lists of alarms

~ Date 2 Alarm

11/29/2017 11:11:29 AM SYSTEM_DISK 85

11/29/2017 11:11:28 AM CPU79

11/24/2017 2:59:00 PM CONNECTION FALSE
11/17/2017 4:45:25 PM GPS UNLOCKED
Rows per page: 10 ¥ n

Figure 37 - BSC alarms

£y cart (0 stations)

Unread alarms

Station

1234567890ABCDEE
1234567890ABCDEE
1234567890ABCDEE

1234567890ABCDEE

(1) Click on the “Alarms” button to navigate to the BSC alarms screen.

JJ superadmin Eﬂ

©

@)

1-40f4

(2) The “BSC” button is a shortcut to the same screen. It displays the number of BSC alarms

of all fleets.

(3) The “Fleets overview” panel lists all the fleets with their number of alarms. To see the

details of a fleet, click on it.

A super admin will see all fleets of all customers. Other roles will only see the fleets of

their customer.

(4) Select criteria then click on the “Search” button to filter the alarms.

(5) The “Details” panel lists all alarms of the selected fleet.
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(6) You can click on the “read” button to mark an alarm as read.
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4. RNC
4.1 Analyze the radio frequency activity of your modems

4.1.1 Request a radio frequency activity analysis of your modem

Select your fleet: Core network float @
Radio frequency spectrum acquisition
Station Select a station Duration (sec) D @ 15 sec

Modem Select a station first

— 6

Radio frequency spectrum list

Administration

DATE STATION MODEM DURATION (SEC) STATUS
05/12/2017 9:26:09 AM 7276FFO008080067 000A28 15 sec
05/09/2017 5:20:05 PM 7276FF0008080067 000A28 15 sec oK
05/02/2017 5:13:52 PM 7276FFO02E040491 B40AXb020803 32 se0 oK
1-3/3lines Page1/1
10 j lines / page o

Figure 38 - Spectrum analysis acquisition
(1) Click on the “Spectrum” button to access to the radio frequency analysis page.
(2) Select a fleet.
(3) Select a station.
(4) Select a modem.
(5) Select the duration of the analysis.

(6) Click on the “Send” button.
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(7) The “list” panel displays all requests. When a spectrum succeed (status is “OK”), two
buttons appear next to it:

- Play: Visualize the spectrum with the 3D viewer.
- Download: Download the spectrum as a text file.

4.1.2 Consult the results of a radio frequency activity analysis of your
modem

In order to visualize a spectrum with the 3D viewer, click on the “Play” button next to the
“OK” status of a request in the panel “Radio frequency spectrum list”.

Radio frequency spectrum viewer: 0B0EOFQF / 0013B3 @ Ey

Q 11.75s/1564s .
0.00s 400s 800s 12.00s 15.64 s
Figure 39 - Spectrum analysis viewer

(1) Click on the “Play/Pause” button to start/pause the animation. Click on the “Stop”
button to stop and reset the animation to the beginning.

(2) The time bar shows the progress of the animation. You can reach a specific moment
by clicking or moving the cursor.

(3) You can zoom and change the position of the camera by scrolling or clicking and
moving the mouse. On pause mode, you can highlight a point on the spectrum to
display its values on a tooltip.

(4) Click on the “Download” button to download the spectrum as a text file.
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4.2 Configure the radiopath and channel frequencies of your modems

ker‘l?nk ;?S 2 N?@ a (D Jonooe [

Select your flest: Gaore netwaork flest

Station radio configuration

0 Station Select a station @ -

Admini

Figure 40 - Station selection for radiofrequency configuration
(1) Click on the “Radio configuration” button.

(2) Select a fleet.

(3) Select a station. After that, the radiofrequency configuration appears below.
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Station radio configuration

STATION 7276FFO0080EDBF1 (wimet station TYPE_LORA_MONO(868)) -
Modem 1
N
A
863 Mhz 864 Mhz 865 Mhz 866 Mhz 867 Mhz 868 Mhz 869 Mhz 870 Mhz 871 Mhz 872 Mhz 873 Mhz
Modem 1

Modem

FREQUENCY INTERVAL NB RADIOPATH RADIOPATH WIDTH RADIOPATH INTERVAL NB MUSF NB MOSF NB FSK NB FLORA

863 Mhz * 873 Mhz 2 1.2 Mhz 8669 Mhz-868.1 Mhz 8 1 1 0
867.9  Mhz- 869.1 Mhz
Channels
NAME EFFECTIVE SPREAD FACTOR FREQUENCY INTERVAL BANDWIDTH DATARATE

chan_multiSF_0 ] Multi SF 868.0375 MHz + 8681  MHz + 868.1625 MHz 125 Khz

chan_multiSF_1 - Multi SF 868.2375MHz + 868.3  MHz- 868.3625 MHz 125 Khz

chan_multiSF_2 » Multi SF 868.4375 MHz + 868.5  MHz - 868.5625 MHz 125 Khz

chan_multiSF_3 s Mulii SF 867.0375 MHz + 8671 | MHz + 867.1625 MHz 125Khz

chan_multisF_4 ] Multi SF 867.2375MHz* 867.3  MHz- 867.3625 MHz 125 Khz

chan_multiSF_5 - Multi SF 867.4375MHz * 867.5  MHz - 867.5625 MHz 125 Khz

chan_multiSF_6 » Multi SF 867.6375 MHz + 8677  MHz + 867.7625 MHz 125 khz

chan_multisF_7 s Multi SF 867.8375MHz + 867.9  MHz + 867.9625 MHz 125Khz

chan_Lora_std s 70 868.175 MHz + 868.3  MHz- 868.425 MHz 250 v | Khz

chan_FSK » 868.7375 MHz » 868.8  MHz+ 868.8625 MHz 125 Khz 50 Kbps
Raw

SEND

Figure 41 - Radiofrequency configuration

(1) The chart displays the radio paths and channels (only for configuration formats
supported by the application). It is a read-only visualization.

(2) Form edition of the radio paths and channels frequencies (only for configuration
formats supported by the application). The values are checked with the following rules:

The radio path interval frequencies are included into the range interval
frequency.
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- The effective channels interval frequencies are included into at least one of the
radio path interval frequency.

(3) Text “raw” area contains the radiofrequency configuration as raw string.
(4) Click on the “Send” button to apply the new radiofrequency configuration.
4.3 Consult and analyze the statistics on your modems

4.3.1 Request a statistics chart

° BSC LNS .
ker‘“nk & apeam @ John Doe  [H]

Seloct your flest: Core network flast :@
Date * 05/12/2017 10:00 b
Back period * 24 |2 Hours

Modem statistics @
=) Station * Select a station .
Modem * Select a station first : :
From s To s Sampes@

El Administration ™

Figure 42 - Modem selection for statistics display
(1) Click on the “Modems statistics” button.
(2) Select a fleet.

(3) Select a station.
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(4) Select a modem.
(5) Set the date and the back-hour period.
(6) Set the filter of samples number by frequency.

(7) Click on the “Apply” button to see statistics. The 3D chart statistics appears below.

Modem statistics

Station * 7276FF0008080067 Date * 05/12/2017 10:50
Modem * 000A28 Back period * 24 Hours
From To Samples

APPLY

Chart statistics: 7276FF0008080067 / 000A28

Figure 43 : Modem statistics

You can zoom and change the position of the camera by scrolling or clicking and moving
the mouse. You can hover over a sphere to display the details in a tooltip.

4.3.2 Read the statistics chart

The chart shows a scan result of the modem RSSI. The radio frequencies are sampled and
grouped on three axes:
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- Frequency (X axis)

- RSSl range (Y axis with color: green <-120 dBM to red >=-60 dBm)
- Hour (Z axis)

The size of the spheres is proportional to the sample count.
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5. LNS

5.1 List your clusters

BSC LNS
2 a Y] ¥ cart (0 endpoints) o super Admin [

List of clusters

Name URL Username Access type Trust Key Management Geoloc enabled
AAAAADD testfr test WEB_SOCKET No false
ABCD test.fr.dd ] REST No false
CL mth 01 ffd.ff ff WEB_SOCKET No f
CLUSTER TEST MTO test.fr test WEB_SOCKET No fal
Cluster SFA ws://sfa.com WEB_SOCKET Yes true
Cluster_OMATbis pushUrl pushUser REST Yes true
Nightwatch 126FC ws.//test-e2e-url.com test-e2e-user WEB_SOCKET No false
Nightwatch 19922 http://test-e2e-url.com test-e2e-user WEB_SOCKET No false
Nightwatch 1AD10 updated http://test-e2e-url-updated.com test-e2e-user-updated REST No false
Nightwatch 1B08A http://test-e2e-url.com test-eZe-user WEB_SOCKET No false

1-10/ 48 lines 2 3 45 5w Page1/5

10 v |lines/page

B Administration ~

Figure 44 - Clusters list
(1) Click on the “Clusters” button.

(2) List of your clusters.
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5.2 List the stations

o BSC LNS
ker‘hnk & & Y| &y cart (0 endpoints) 0 super Admin 1]
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List of stations £ l\‘c’l\S \ a renizne
= 1o ly
junal ey ~3
e \ [& -
EUI Region B \ \.\\, dhculie \5 \
g\ [ 8 £ \}%\\\II
0000000000124000 & Eurape (863 Mhz - 870 Mhz) ) AR . ) e F | %15::
I 1] B - » RUE Victor Hugo -+ T Rue Mary,
0000000000140000 Europe (863 Mhz - 870 Mhz) “ g sanverre] 2 s
Ty IL‘ + Piscina [
0000000000140001 Eurape (863 Mhz - 870 Mhz) | .
E corges
0000000000140002 Europe (863 Mhz - 870 Mhz) ‘l‘ é B
X
0000000000140003 Europe (863 Mhz - 870 Mhz) !f’¥ !'!‘w Y
0000000000140004 Eurape (863 Mhz - 870 Mhz) et EAVA
0000000000140005 Europe (863 Mhz - 870 Mhz) 2 |
Sy
0000000000140006 Europe (863 Mhz - 870 Mhz) =l L oter
0000000000140007 Eurape (863 Mhz - 870 Mhz) B de pire jordin public
BH Workflows e =1 = - et Paals
0000000000140008 Europe (863 Mhz - 870 Mhz) o Co g Saint-GealGe gl
1-10 /481 lines Page 1/49 de fh?l?:ln iron,
2 3 4 5 > » Quortier
10 v lines/page général B\ & "

deyla circonscription

J Y A . .
\ T e défenser: ¥y Leaflet | ® OpenStreethiap contributors

Figure 45 - LNS stations list
(1) Click on the LNS “Stations” button.

(2) List of the stations (your stations or public stations). You can click on the ID of a
station to access to its details page. You can filter the station with the “Filter
stations” panel.

(3) Map of the stations positions. You can click on the marker of a station to see its ID
and click on it to access its details page.
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5.3 Consult the properties of a station

Eul 0000000000124000
LATITUDE 4811198 =
LONGITUDE 1.67429 v
ALTITUDE 39m = 1855

Rue Viar Hugo

Fine timestamp keys ADD
RFCH Fine timestamp key Start date (UTC) End date (UTC)
a5 36£88685 0813/2017 107202017 o e g
a7 36E88636 08/07/2017 1072012017 B

.
m mimm 09/05/2017 09/28/2017 o

Positioning
Last events Regior Europe (863 Mhz - 870 Mhz)

Visibility Public
08/19/2017 JOINED St ven
ow/o72017 RX_ERROR station Even

Figure 46 - LNS station properties .

(1) Click on the LNS “Stations” button then click on the ID of a station.

(2) Attributes of the station.

(3) Network properties of the station.

(4) AES keys of the station.

(5) Position of the station.

(6) Positioning properties of the station.

(7) Last events of the station.

(8) The floating button allows you to edit some properties of the station

(9) The top menu bar allows you to see last RX messages, last TX messages and events of
the station.
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5.4 Search and list the endpoints of your clusters
‘:s N nLNS@ & Cat @ endpoints) () John Doz [

Select your cluster: | AAAAAbD j @
Filter the endpoints @

Dev EUI Class A B G

Region

B Administ _

OTAA

App EUI Application key

ABP

Application session Dev addr
key

Nestwork session key

SEARCH

List of endpoints

f"{' DEVEUl w» DEV ADDR CLASS REGION STATUS PROFILE TRUST KEY MANAGEMENT = LAST
° 4019879410EA1000 A Europe (863 Mhz) Lns.endpoint.status. MOTENOTEXISTS = Vehicle No

1-1/1line Page1/1

10 j lines / page

Figure 47 - Endpoints list
(1) Click on the “Endpoints” button.
(2) Select a cluster.
(3) The filter panel allows you to filter the endpoints according to several criteria.

(4) The list panel shows the result of the search. If no filter is set, it shows a list of all
endpoints in the selected cluster.

(5) For each endpoint in the list, you can:
- Add the endpoint to the cart (or remove it).

- Go to the details page of the endpoint.
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5.5 Manage your endpoints cart

] BSC LNS
kerlink A@ Am@oeB

Your cart @ Move

1111111111115

Delete @

Cluster

1111111111117
1111111111111118
1111111111119
1300000000000000
7276FF00080200AF
CESESBEC6DB930E2

B workflows v

B Administration

Sk
£
*
&b

Figure 48 - Endpoints cart

(1) Click on the cart button.

‘ : !Cart (7 endpoints) 0 Super Admin Eﬂ

(2) The panel “Your cart” shows the list of endpoints currently added in your cart. You can
remove some endpoints or empty your cart by clicking on the respective buttons.

(3) These buttons allow you to respectively save the current cart, load endpoints of many
previous saved carts and manage previous saved carts. These functionalities are

described in the paragraph 6 - Cart management.

(4) The tabs correspond to all the actions you can perform on the endpoints of your cart.
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5.6 Consult the properties of an endpoint

5.6.1 Endpoint attributes

e BSC LNS
ker" Ink a8 A0 6D & Cart (0endpoints) &) superadmin 151}
S Bsc
1600000000000000 RX messages TX messages Messages H @ Events
—
DEV EUI 1600000000000000
Display positions 29/11/2017 1
CLUSTER mle since
CLASS A
REGION Europe (863 Mhz - 870 Mhz)
STATUS Uplink ok
PROFILE Static
FRAME COUNTER DOWN 1

Activation: OTAA

No coordinates to show on the map °

©

T DEV ADDR 30000009
APP EUI 0000000000000000
Workl v
B Workfiows APPLICATION KEY AABBCCDDEEFF0011223344556677...

B8 Administration v

Override RX parameters

RX1 DELAY

RX2 DATA RATE
RX2 FREQUENCY Geolocation
RX WINDOWS
TYPE Inherited (disabled)

Trust Key M t
rust Key Managemen e

ONO

ENABLED No
Last RX message 12/05/2017 5:04:06 PM
Last TX message
Uplink
DECRYPTED Yes Last events
URL http://test.fr

Date Name Value

Last stations 12/05/2017 JOINED ~ Mote 16-00-00-00-00-00-00-00 is jo

O

EUI Date

Cee ©

&

Figure 49 - Endpoint attributes

(1) Click on the "Endpoints” button to access to the list of endpoints then click on the
dev EUI of the endpoint you want to consult.

(2) This panel shows the attributes of the endpoint. You can reset the frame counter
down by clicking on the reset button.

(3) The panel “Activation” lists the activation parameters of the endpoint (OTAA or
ABP).
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(4) The panel “Override RX parameters” lists the override RX parameters of the
endpoint.

(5) The panel “TKM” lists the trust key management parameters of the endpoint
cluster. These values are set when creating the endpoint (see paragraph 8.5).

(6) The panel “Uplink” lists the push parameters of the endpoint cluster.

(7) The panel “Last stations” shows the last stations the endpoint has communicated

with.

(8) The map displays the positions of the endpoint and the positions of the stations
who has communicated with it after the “Start date” value.

(9) The panel “Geolocation” displays the geolocation properties of the endpoint.

(10) The panel “Last messages” displays the last RX and TX messages of the
endpoint.

(11)  The panel “Last events” displays the last events of the endpoint.

(12)  Click on the floating button to edit the endpoint.

(13)  The top menu bar allows you to see last RX messages, last TX messages and

events of the endpoint.
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5.6.2 RX messages

ker’ﬁnk :?Ssgn & ELNS® o & cart (3 endpoints) &) superadmin 5]

8 Bsc

7076FF3102000239  RXt TX messages  Messages H @®  Events
Flests -
Stations Filter the RX messages

Alarms

RX messages

Frame Frame Frame Codin
Msg uid Dev addr port Date counter counter Frequency Modulation Bandwidth Sf Adr rote 9 Stat
number upstream downstream
5a2010ed48f8a6000edad966 30000004 16 11/30/2017 4145 11729 868.3 LORA 125 7 true 4/5 727¢
3:08:45 PM —
727¢
727€
727€
Endpainis 5a2010b248f8a6000edad963 30000004 16 11/30/2017 4144 11728 868.5 LORA 125 7 wue 45 7776
Alarms 3:07:46 PM —
727¢
B workflows v
727¢
Administration 727€

Figure 50 - Endpoint RX messages
(1) Access to an endpoint page then click on the “RX messages” tab.
(2) The filter panel allows you to filter the list of RX messages.

(3) The panel “RX messages” list the messages sent by the endpoint and received by
the stations. You can click on a message row to display its details.

This document is the strict property of Kerlink and shall not be either copied nor sent without express
written authorization of Kerlink

Kerlink m2m technologies reserved rights

Internal Use

Confidential

Kerlink — 1 rue Jacqueline Auriol — 35235 THORIGNE-FOUILLARD Page 68 / 108

Strict confidential




Document title:
s E-CON-User-Manual-RAN-
RAN Dashboard user  Dashboard-2.2
I I n k manual Version: 1.0
communication is everything Author: MTH / SFA
Date: 06/12/2017

5.6.3 TX messages
:?Ssgn & 6N5® o & cart (3 endpoints) “J superadmin 5]

7076FF3102000239 RX messages TX messages @ H @ Events
Filter the TX messages @ A

Status v Port
Date From x To x
onfiguration

SEARCH
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A Rows per page: 10 ¥

E Workflows

Administration v

e

Figure 51 — Endpoint TX messages
(1) Access to an endpoint page then click on the “TX messages” tab.
(2) The filter panel allows you to filter the list of TX messages.

(3) The panel “TX messages” lists the messages received by the endpoint. You can click
on a message row to display its details in a popup.

(4) The floating button allows you to send a message to the endpoint.

This document is the strict property of Kerlink and shall not be either copied nor sent without express
written authorization of Kerlink

Kerlink m2m technologies reserved rights

Internal Use

Confidential

Kerlink — 1 rue Jacqueline Auriol — 35235 THORIGNE-FOUILLARD Page 69 / 108

Strict confidential




Document title:
E-CON-User-Manual-RAN-

L)
RAN Dashboard user  Dashboard-2.2
I n manual Version: 1.0

communication is everything Author: MTH / SFA
Date: 06/12/2017

5.6.4 Messages

BSC LNS
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Figure 52 — Endpoint messages
(1) Access to an endpoint page then click on the “Messages” tab.
(2) The filter panel allows you to filter the list of messages.

(3) The panel “Messages” lists the messages received by the endpoint. You can click on a
message row to display its details in a popup.
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5.7 Consult the last alarms of your stations

o BSC LNS
ker‘llnk & & EX:) & cart (7 endpoints) ‘ Super Admin 5]

ﬂ@d endpoints
Filter alarms @ v
Lists of alarms

Date Alarm Station

08/22/2017 2:14:16 PM EXPLOSION Station Destroyed 0000000000124000

08/21/2017 10:27:36 AM FAILURE Station Failure. 0000000000124000

08/20/2017 6:40:56 AM @ TX_ERROR Station Error. 0000000000124000

08/07/2017 1:07:36 PM RX_ERROR Station Event. 0000000000124000

1-4/4lines Page1/1

10 v lines / page

% Workflows

B Administration ™

Figure 53 — Last alarms of LNS stations
(1) Click on the “Alarms” button to navigate to the LNS station alarms screen.

(2) The list displays the LNS station alarms. You can filter on a specific alarm type with the
“Filter alarms” panel.

(3) You can click on the “read” button to mark an alarm as read.
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5.8 Consult the last alarms of your endpoints

ker‘ﬁnk -;:S?n & ELNS® n & cart (3 endpoints) JJ superadmin I}-ﬂ
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Figure 54 - Last alarms of endpoints
(1) Click on the “Alarms” button to navigate to the LNS endpoint alarms screen.

(2) The “Clusters overview” panel lists all the clusters with their number of alarms. To see
the details of a cluster, click on it.

A super admin will see all clusters of all customers. Other roles will only see the clusters
of their customer.

(3) Select criteria then click on the “Search” button to filter the alarms.

(4) The “Details” panel lists all the endpoints of the selected cluster with their current
alarms.

(5) You can click on the “read” button to mark an alarm as read.
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6. Cart management

6.1 Save your cart

Save cart

Name *
Description
CANCEL VALIDATE H

Figure 55 - Save cart
(1) Click on the “Save” button. A modal appears.

(2) Enter a name and optionally a description.

(3) Click on the “Validate” button to save your cart. The modal disappears and your cart is
saved.
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6.2 Load the content of your carts

Add saved cart

Wirnet stations 868
5 stations

Wirnet stations 915
1 station

Figure 56 - Load content of carts
(1) Click on the “Load” button. A modal appears with your previous saved carts.

(2) Click on the “Add” button of the saved carts you want to load the content. The content
is added to your cart.

(3) Click on the “Close” button. The modal disappears.
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6.3 Manage your saved carts @

ker‘”nk ;;BSEE a mLNi;@ B Y Cart (0 endpoints) &/ superadmin 15

Lists of endpoints carts
~ Name Description Content
SFA3 0 endpoints

SFA4 0 endpoints

Rows per page: 10 ¥ 1-20f2

Endpoints

Alarms

% Workflows

EI Administration

Figure 57 - Saved carts management

(1) Click on the “Cart” button and then click on the “Manage” button at the bottom of
your cart list. The saved carts management page is loading.

(2) Click on the “Add” button of the saved carts you want to add. The content is added to
your cart.

(3) Click on the “view” button to see the details of the saved cart. Click on the “delete”
button to delete a saved cart.
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7. Workflow

7.1 List workflow templates
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Completed
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“'J superadmin Eﬂ

@ :

Description

Description Category
STATION
STATION

STATION
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Figure 58 - List workflow templates

(1) Click the “Template” item in the “Workflows” menu

(2) Set filters and click on search to filter the templates

(3) List workflows templates

(4) The buttons allow you to execute, see, edit or delete a template

(5) The floating button allows you to create a new template
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7.2 Create a workflow template

@ BSC LNS
kerlink 4@ A 00

Create workflow

Properties
Name *
Category * v

Description
nfiguration

Webservices

tistics

Selected Available

Clusters

% Workflows
Templates

Runr

Administration

Figure 59 - Import workflow template

@

©

,‘J superadmin [15]

(1) The properties of the template, including the category (Station or Endpoint) which

defines the list of available webservices.

(2) The list of available webservices that can be added to

the template.

(3) Drag & drop a webservice from (2) to (3) to add a webservice to the template. Then,
in the selected list (3), you can drag & drop webservices to order them.
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7.3 Execute a workflow
E;Bsgm N ENS@ o G Cart (7stations) (&) superadmin [

Your cart Move Delete Execute workflow ! : ’
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START PREVIEW
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Endpoints
Alarms
@ Workflows
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Completed

[ Administration

&k
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14

Figure 60 — Execute a workflow
(1) Click on the “Cart” button.
(2) Click on the “Workflow” tab.
(3) Select a template workflow.
(4) Enter the parameters of the workflow.
(5) The buttons allow you to:
- start a workflow
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- preview the selected workflow

- gotothe workflow progress page (this button is only visible when the workflow
is started)

7.4 Running workflows

7.4.1 List of running workflows

BSC LNS
15

& B &B0 &8 &/ superadmin

Filter @ A~
MName

SEARCH

Running workflows

+ Workflow Nb equipments Pending Nb equipments Success Nb equipments Fail ~ Start date
LNS getCurrentEquipmentControl 1 0 0 11/30/20717 10:44:30 AM
Clusters getCurrentEquipmentControl 1 0 0 11/30/2017 10:32:12 AM
getCurrentEquipmentVersion 1 0 0 11/30/2017 10:30:56 AM
getCurrentEquipmentControl 15 4] 0 10/30/2017 9:56:19 AM

Alarms Rows perpage: 10 ¥ n 1-40f4
% Workflows

Templates

Running Q

Completed

Administration

Figure 61 - Running workflows list
(1) Click on the “Running” item in the “Workflows” menu.
(2) Set the filters and click on search to filter workflows list.
(3) The panel lists the currently processing workflows.

Clicking on a workflow name will display the details of the execution.
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7.4.2 Details of a running workflow execution

onfiguration

s statistics

Alarms

E Workflows

Templates
Running

Completed

Administration v

BSC LNS

& B 200

Filter results

Status

SEARCH

GetCurrentEquipmentControl

Id Equipment ID

75062 7276FF0008080067

Rows perpage: 10 ¥

JJ superadmin Eﬂ

@ |

Status Start date End date

11/30/2017 10:44:30 AM

@ n -

Figure 62 — Details of a running workflows

(1) The list shows all equipment on which the workflow has been executed and displays
its status, start date and end date.

A workflow is considered as running if there is at least on equipment in PENDING

status.

Clicking on an equipment ID will display the details of the execution for this equipment.

(2) Set the filters and click on search to filter the equipment list.
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7.4.3 Details of a running workflow execution for a specific equipment

kerﬁnk ﬁgzsgn & ENS@ 5] JJ superadmin Eﬂ

EQUIPMENT ID

WORKFLOW getCurrentEquipment...
STATUS
START DATE 11/30/2017 10:44:30
" @
END DATE
DURATION 5 days

E Workflows

Templates

Administration v

Figure 63 — Details of a running workflows for an equipment

(1) When in PENDING status, the details page shows only some attributes of the
execution. The page is automatically refreshed every 30 seconds.
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7.5 Completed workflows

7.5.1 List of completed workflows

o BSC LNS
kerlink &8 4D e
Filter
Name
Alarms

Spectrum

onfiguration Completed workflows

,‘J superadmin Eﬂ

+ Workflow

getCurrentEquipmentControl
getCurrentEquipmentVersion
getCurrentEquipmentVersion
getCurrentEquipmentVersion

getCurrentEquipmentVersion

% Workflows & getCurrentEquipmentControl

Templates

Running

Nb equipments Success

Nb equipments Fail

- Start date

12/04/2017 9:54:24 AM

12/04/2017 9:44:56 AM

12/01/2017 4:27:18 PM

12/01/2017 4:25:09 PM

12/01/2017 10:18:10 AM

12/01/2017 9:41:36 AM

12/01/2017 9:41:27 AM

11/30/2017 5:22:52 PM

% End date

12/04/2017 9:54:36 AM

12/04/2017 9:45:13 AM

12/01/2017 4:27:32 PM

12/01/2017 4:25:22 PM

12/01/2017 10:18:26 AM

12/01/2017 12:00:06 PM

12/01/2017 12:00:05 PM

11/30/2017 8:00:08 PM

getCurrentEquipmentVersion a
1CurremEqupmem‘v‘ersun a
getCurrentEquipmentVersion a

Administration v

Completed

getCurrentEquipmentVersion a

Rows per page: 10 ¥

11/30/2017 11:47:44 AM 11/30/2017 11:48:13 AM

11/30/2017 10:54:27 AM 11/30/2017 10:54:42 AM

1-100f 11

Figure 64 - Completed workflows list

(1) Click on the “Completed” item in the “Workflows” menu.

(2) Set the filters and click on search to filter workflows list.

(3) The panel lists the completed workflows.

Clicking on a workflow name will display the details of the execution.
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Filter results

Status
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7.5.2 Details of a completed workflow execution

JJ superadmin

Id Equipment ID Status Start date End date

92501 7276FF0008080067 OK 12/04/2017 9:54:24 AM 12/04/2017 9:54:36 AM

92513 7276FFO0080EQ35A OK 12/04/2017 9:54:24 AM 12/04/2017 9:54:36 AM

92525 7276FFO0080EQBF1 OK 12/04/2017 9:54:24 AM 12/04/2017 9:54:36 AM

92537 7276FFO00BO30A3A KO 12/04/2017 9:54:24 AM 12/04/2017 9:54:36 AM

92549 7276FF002E040491 OK 12/04/2017 9:54:24 AM 12/04/2017 9:54:36 AM

92561 7276FF0039030336 KO 12/04/2017 9:54:24 AM 12/04/2017 9:54:36 AM

Rows perpage: 10 ¥ - 1-60f6

Figure 65 — Details of a running workflows

(1) The list shows all equipment on which the workflow has been executed and displays
its status, start date and end date.

Clicking on an equipment ID will display the details of the execution for this equipment.

(2) Set the filters and click on search to filter the equipment list.
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7.5.3 Details of a completed workflow execution for a specific equipment

kerﬁnk ﬁgzsgn & ENS@ 5] JJ superadmin Eﬂ

EQUIPMENT ID 7276FFO00BO30A3A

Results
WORKFLOW getCurrentEquipment...
STATUS KO Task Status Result
: START DATE 12/04/2017 9:54:24 AM getCurrentEquipmentControl Ko [{ "criteria” { "customerld": "1", “fleetld": "2...
Alarms
END DATE 12/04/2017 9:54:36 AM

i) DURATION a few seconds
trum

Endpoints

Alarms

E Workflows

Templates
Running

Completed

Administration v

Figure 66 — Details of a completed workflows for an equipment
(1) When in completed, the details page shows all attributes of the execution.
(2) The “Results” table lists all webservices of the workflow:
- Its status of execution

- Its result. Clicking on a result will open a modal with the detailed result.
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8. Administration

8.1 Manage customers

ker‘ﬁnk f?n & E;NS@ @; Johnboe [T

Customers @ . e

u -

S

Administraz KERLINK MTO Orange SFA
. G Fleets Fleets Fleets n Fleets

e
Clusters Clusters o Clusters a Clusters
Fleets @
d%a ATsss dgb Core network fleet ﬁ%. Fleet SFA dga TEST FLEET MTO 01
ﬁgb TEST FLEET MTO 03 dgb _ fleet MT 01 ﬁ% fleet 22 dgb fleet arnaud
ﬁgb fleet mt 02 dgb jls
Clusters @
@ AAAAADD @ ABCD @ CLmth 01 @ Cluster_OMATbis
@ Cluster OMA3 @ Ere @ 5™ @ aaa
@ cluster+OMA @ cluster-OMAQODT

Figure 67 - Customers management
(1) Click on the “Customers” button to access to the customers management page.

(2) The “Customers” panel allows you to add, edit and remove a customer. It also lists
the fleets and clusters attached to each customer. You can detach a fleet / cluster
by clicking on the “trash” button next to it.

(3) The panel “Fleets” lists all the fleets of the application. You can drag and drop a fleet
from this panel to the customer you want to attach it.

(4) The panel “Clusters” lists all the clusters of the application. You can drag and drop
a cluster from this panel to the customer you want to attach it.
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Add customer

Name *
Loge

External url of the logo
Recommended size: 150x150 pixels

Customer limitations

Stations

Endpoints

Users

Geolocation

Enable
Expiration date 3

CANCEL VALIDATE

Figure 68 - Customer form

(1) Click on the “add” button or the “edit” button of a customer. The form appears as
a popup.

(2) Customer limitations.
- Stations: Number of stations the customer can manage.
- Endpoints: Number of endpoints the customer can manage.
- Users: Number of users the customer can have.

(3) Activate or deactivate geolocation for a customer. An expiration date can also be
set to deactivate geolocation at a specific date.
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8.2 Manage fleets

Fleets are a logical way to group stations. You can choose to group them by position, type or
whatever you want.
It will allow you to have an overview of a group of station in the fleet screen (see paragraph
3.1)

e BSC LNS
kerlink | A8 6

Fleet
Customer

& ATsss

Name *
e Core network fleet

% Fleet SFA
s TEST FLEET MTO 01
i TEST FLEET MTO 03
_ fleet MT 01
fleet 22

fleet arnaud

2 @ . %

fleet mt 02

o IS

1-10 /15 lines
10 v lines/

page

Figure 69 — Fleets management

Add fleet @ Fleets @

n 20 »

Customer

KERLINK

SFA

KERLINK

KERLINK

MTO

Orange

MTO

KERLINK

(1) Click on the “Fleets” button to access to the fleets management page.

(2) The “Add fleet” panel allows you to add a new fleet.

(J@ Johnboe [

Page 1/2

B O

(3) The “Fleets” panel lists all your fleets and allows you to rename or delete a fleet by

using the respective buttons.
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8.3 Manage stations

BSC LNS

&M@ a8

A8

Add station

Fleet *
EUl*
Name
Region *
Visibility *

Address
Set IP address and
port
Advanced

Set advanced
properties

ADD STATION

Core network fleet

Private Public

v

Import stations

DOWNLOAD CSV TEMPLATE

Figure 70 — Stations management

a Super Admin

(1) Click on the “Stations” button to access to the stations management page.

(2) The “Add station” panel allows you to create a new station.

il

(3) The “Import stations” panel allows you to import a CSV file containing multiple station
definitions.

(4) The “Download” button will download a CSV template with the correct columns to fill
to import multiple stations.

(5) The “Info” button will display a modal with the details of all properties needed in the
CSV file.
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8.4 Manage clusters

Clusters are a logical way to group endpoints. You can choose to group them by position, type

or whatever you want.

BSC LNS

& @ &0e0
Add cluster @
Customer v
Narme *
Access type ® Websockel REST
Message detail @ Payload Radio Network
level
Decrypt [] Check the checkbox to let payloads be decrypted by the RAN
payload using AppSKey
Payload type ® Hexadecimal Base 64
Endpoints Trust Key
Management
Users
Push

URL *
Username
Password

ADD CLUSTER

Clusters

&)

Core Network Cluster

“ Cluster

cluster SFA

cluster_OMA1

ils

jls-tkm

mle

@ @ @ @ @ @ @

mle-push

@ mletkm

Rows per page:
00

Figure 71 - Clusters management

JJ superadmin Eﬂ

Customer

KERLINK

SFA

KERLINK
KERLINK
KERLINK
KERLINK

KERLINK

1-8ofg

(1) Click on the “Clusters” button to access to the clusters management page.

(2) The “Add cluster” panel allows you to add a new cluster.

(3) The “Message detail level” attribute defines which properties are returned by the

endpoints of the cluster.

- Payload: “userData” property only.
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Example of “userData”

"fPort": 10,
"payload": "d3d3LnNlbXR1Y2guY29tAAAAABA",
"maxRetry": O,

nEElv:

1.4071897396579%9e+14

- Radio: “userData” and “moteTx” properties.
Example of “moteTx”

"freq":
"modu" :
"datr":
"codr":

"adr":

- Network: “userData”, “moteTx” and “gwRx".

864.6,
"LORA",
"SFO9BW125",
||4\/5|| ,

true

n u 7

Example of “gwRx”

"eui": "124000",
"ant": O,

"tmms": 1479455937000,
"chan": 0,

"rfch": 0,
"rgsic": -10,
"lsnr": 10,
"foff": 0,
"rfbsb": 78,

"rs2sl": 67

(4) While editing an existing and attached cluster to a customer, the URL to get unsent RX
messages is displayed here.

(5) The “Clusters” panel lists all your clusters and allows you to edit or delete a cluster by
using the respective buttons.
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8.5 Manage endpoints

8.5.1 Create or import endpoints

o BSC LNS
ker‘llnk & & @ ‘ superadmin  [F)

Add endpoint @ Import endpoints @ ®

Cluster * AAAAADD v

Profile * v

Class * A B C
Region * v

Activation

Type * Qver the air (OTAA) Custom (ABP)

DOWNLOAD CSV TEMPLATE

Lora Wan RF parameters

Override RX
parameters

Geolocation

Type * Manual Inherited

ADD ENDPOINT

Figure 72 - Endpoints management
(1) Click on the “Endpoints” button to access to the endpoints management page.
(2) The “Add endpoint” panel allows you to create a new endpoint.

(3) The “Import endpoints” panel allows you to import a CSV file containing multiple
endpoint definitions.

(4) The “Download” button will download a CSV template with the correct columns to
fill to import multiple endpoints.

(5) The “Info” button will display a modal with the details of all properties needed in
the CSV file.
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8.5.2 Overriding RX parameters
When creating a new endpoint, you can choose to override RX parameters:

Lora RF parameters

OVERRIDE RX a
PARAMETERS
RX1 DELAY @

RX2 SPREADING RX2 FREQUENCY
FACTOR

RX WINDOWS RX1 RX2 AUTO

Figure 73 - Overriding RX parameters

(1) Check the “Override RX parameters” checkbox. It will allow you to set specific
parameters for an endpoint instead of using the default ones described in the
LoRaWAN Specification.

(2) Parameters are:

- RX1 delay: the delay in seconds before the opening of the RX1 receive
window.

- RX2 spreading factor: the spreading factor of the RX2 receive window.
- RX2 frequency: the frequency in Hertz of the RX2 receive window.

- RX WINDOWS: the receive window to use (default = auto). Auto allows to
use RX1 or RX2 receive windows.
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8.6 Manage users
-;:S?n 2 ELNS® B JJ superadmin I}-ﬂ

Add user @ Filter users @
Username *
Users
Email *
“ Username Customer  Rol

Customer * v g abaadmin KERLINK ADMIN
Password * 'ﬂ‘ abareader KERLINK READER
@ abasuperadmin KERLINK ~ SUPER_ADMIN
Retype -
password * £ abauser KERLINK  USER
Active @ (@) admin KERLINK  ADMIN
Expiration dete x (T ema KERLINK ~ SUPER_ADMIN
ADD USER @ omal_admin OMA ADMIN
@ reader KERLINK ~ READER
® sfa SFA ADMIN
superadmin KERLINK SUPER_ADMIN
& P
Rows per page: 1-100f12
. B

Figure 74 — Users management
(1) Click on the “Users” button to access to the users management page.
(2) The “Add user” allows you to create a new user.
(3) Use the “Filter” panel to search for users with specific filters.
(4) The “Users” panel lists all the existing users.

(5) For each user, you can access to his profile page (see paragraph 9.1), to edit his
information clicking on the “edit” button and to delete the user by clicking on the
“trash” button.
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9. User profile
9.1 Update your profile
e BsC LNS
ker‘hnk & E & ﬂ ® B @/ superadmin Eﬂ
User profile
Username superadmin Username can't be modified
First name
Last name
Administration
Customer KERLINK v
Contact information
Email * support@kerlink.fr
Phone
Profile picture
Picture url http://lorempicsum.com/up/150/150/5

External url of the picture
Recommended size: 150x150 pixels

Account

Role SUPER_ADMIN

Password

Retype password

UPDATE PROFILE @

Figure 75 - Profile update

&

(1) The profile button allows you to access to your profile.

(2) You can change your information and click the “Update profile” button to save the

modifications.
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10. Settings

10.1 Dashboard

ker‘l?nk Q;S(é A E;NS@ (D) sohnoe ]

Configure dashboard

Fleets overview

Alarms thresholds *  green < |30 % = <|70 % | < red
Distribution ranges First range Second range Third range Fourth range Fifth range
2 0 s 20 . 2 s 40 . 41 < 60 61 < 80 81 < 100
CPU
- >
Administration & green v #  aeen v | ¢ orange v |4 orange v |8 e v
o = 20 21 = 40 B = 60 z 61 = 80 1l = 100
RAM
& green v|| & green v| | & orange v| | & orange v @ red v
- 0 < 20 - 2 < 40 - 41 < 60 61 < 80 81 < 100
System disk
& green T4 green v & omange v | & omange v 8 red v
0 < 20 21 < 40 41 £ 60 61 < 80 81 < 100
User disk
& green v|| & green v| | & orange v| | & orange v | & red v
= 0 < 20 = 21 < 40 > 41 < 60 61 < 80 &1 < 100
RSS!
¢ green v 4 green v | & omange v | & omang v 4 red v
From £ 50 51 £ 60 61 = 70 n = 80 81
Temperature
&  oreen v | & green v | & orange v | & orange v | & red v
Alarms
Refresh frequency * 120 between 5 and 3600 seconds
Stations
Health refresh frequency * |15 between § and 3600 seconds
Activate remote shell @
Tile server for Leaflet nttp.//ieaflets.com
URL* http://{s}.tile.openstreetmap.org/{z}/{x}/{y}.png Tile usage policy
Attribution * | &copy; <a href="http://osm.org/copyright

target="_blank">OpenStreetMap</a> contributors

UPDATE SETTINGS

Figure 76 - Settings dashboard
(1) Click on the “Application settings” menu to access to the settings page.

(2) Alarms thresholds: Green, orange and red colors applied on fleet percentage
ranges.

(3) Distribution ranges: Ranges and colors applied on the fleet statistics overview.

(4) Refresh frequency: Interval in seconds the count of alarms is updated.
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(5) Health refresh frequency: Interval in seconds the station “health” is updated.
(6) Activate remote shell: Activate or deactivate the remote shell functionality.

(7) Tile server for Leaflet: Map Tile Server to display map layer with the Leaflet library.
Logs
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11. Logs

11.1 Application logs

ker\l?nk E:SCE & éNS@ ‘ Super Admin

0ss System BSC

Filter the logs ~

Level v Period Select a period to search in x

SEARCH

Logs

% Workflows

Administration v

Date Level Message

07/26/2017 8:52:06 PM DEBUG  received a message from wanesy : {"@class""fr.kerlink.iot wanesy.server.commons.dto. WanesyMessageWs.

07/26/2017 8:52:05 PM DEBUG Equipment 7276FFO00B030A48 : Add last event LastEvent [id=null, date=1501102325802, domain=BSC, type...

07/26/2017 8:52:05 PM INFO Equipment 7276FFO00B030A48 : Bearer set to null
07/26/2017 8:52:05 PM INFO Equipment 7276FF000B030A48 is now disconnected
07/26/2017 8:52:05 PM INFO Equipment 7276FF000B030A48 - Disconnected at the date 1501102325802
07/26/2017 8:52:05 PM DEBUG received a message from wanesy : {"@class":"fr.kerlink.iot wanesy.server.commons.dto.WanesyMessageWs.
07/26/2017 8:52:05 PM DEBUG Equipment 7276FFO0080EOEDO : Add last event LastEvent [id=null, date=1501102325454, domain=BSC, type.
07/26/2017 8:52:05 PM INFO Equipment 7276FFO00B0EOEDO : Bearer set to null
07/26/2017 8:52:05 PM INFO Equipment 7276FF00080EQEDO is now disconnected
07/26/2017 8:52:05 PM INFO Equipment 7276FFO0080EOEDQ : Disconnected at the date 1501102325454
1-10/ 6076 lines n ) s 4 5 s » Page 1/ 608

10 v |lines / page

Figure 77 - Application logs
(1) Click on the “Application logs” menu to access to the page.
(2) The tabs list the applications which logs are available.
(3) Filters on logs properties.

(4) The selected application logs. A click on some message cell will show a modal with log
details.
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11.2 Activity logs

kepﬁnk §:SEH & ELNS@ B &) superadmin

Filter the actions 2
Username Period Select a period to search in x
0SS web service Type and select webservice HTTP status
E Workflows code
Duration from To ms
Administration V'
SEARCH
Actions
HTTP statt
Date Username 0SS web service Parameters statts Duration
code
12/05/2017 5:22:12 superadmin  getWebServices [{ "direction": "REQUEST", "location": "QUERY", "key" 200 189 ms
PM "req...
12/05/2017 5:22:11 oma getCustomersLastEventsCounters [ { "direction": "REQUEST", "location": "QUERY", "key" 200 ams
PM "req...
12/05/2017 5:22:10 oma getLnsCustomersLastEventsGounters [ { ‘direction”: "REQUEST", “location”: "HEADER', "key" 200 36ms
PM "us.
12/05/2017 5:22:08 superadmin  getLogs [{ "direction”: "REQUEST", “location”: "BODY", "key": “aQ 31ms
PM "redu..
12/05/2017 5:22:08 superadmin  getRoles [{ "direction”: "REQUEST", "location": "HEADER', "key" 9ms
PM "us
12/05/2017 5:22:08 superadmin  getLogsQrigins [{ "direction": "REQUEST", "location”: "BODY", "key": 201 27 ms
PM "requ.
12/05/2017 5:22:08 superadmin  getCustomersLastEventsCounters [ { "direction": "REQUEST", "location": "HEADER', "key" 200 13ms
PM "us.
12/05/2017 5:22:08 superadmin  getLnsCustomersLastEventsCounters [ { "direction”: "REQUEST", "location”: "QUERY", "key" 200 37ms
PM ‘rem..
12/05/2017 5:22:08 superadmin  getClusters [{ "direction": "REQUEST", "location”: "QUERY", "key" 200 20ms
PM "pag...
12/05/2017 5:22:07 superadmin  getFleets [{ "direction": "REQUEST", "location™: "QUERY", "key" 200 9ms
PM "req...
Rows per page: 10 ¥ n 2 3 4 5 > » 1-10 of 26334

Figure 78 - Users actions logs
(1) Click on the “Activity logs” menu to access to the actions page.
(2) Filters on actions properties.

(3) The list of the web service called by the dashboard. A click on parameters cell will
show a modal with parameters details.

(4) The column “HTTP status code” is the status code of the HTTP request. Most
common codes are:
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200: OK

- 301 and 302: Redirection

- 401: User not authenticated
- 403: Not allowed

- 404: Not found

- 500 and 503: Server error

A full list of HTTP status code can be found in Wikipedia.
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12. About

12.1 Check services statuses

@ BsC LNS
ker‘lll’lk & m & m ) n “J superadmin Eﬂ

kerlink

communication is everything

§ Workflows

@) Dashboard 2.2.0 12/05/2017 9:32:31 AM
Administration @) Remote Shell Server 1.0.4 04/04/2017 4:02:08 PM
@ @) oss 220 12/05/2017 12:27:18 PM
@) BSC 2.2.0 12/04/2017 9:10:03 AM
@) LNS 2.2.0 12/05/2017 12:40:00 PM
@) TKM 1.0 12/05/2017 12:40:00 PM
@

LBS

Maximum version supported by SNMP agent: 3

@ Expiration date of the current session: 12/06/2017 11:21:33 AM

© Kerlink and the Kerlink logos are registered trademarks.

Contact Kerlink

Figure 79 - About page
(1) Click on the “About” menu to access to the about page.

(2) The page list the status of all services with their version number and, if available, their
build date.

A super admin can access to some services metrics by clicking on the service name.

(3) The expiration date of the current session.
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13. Documentations

13.1 Access the documentation in the dashboard

User manual 0SS API @

Administration

Figure 80 - Documentations page
(1) Click on the “Documentations” menu to access to the documentations page.
(2) The tabs list the available documentations. Click on a tab to display the PDF file.

(3) The PDF will be displayed in an iframe.

Pre-requisite for IE11: Microsoft Internet Explorer 11 does not have an internal PDF reader
unlike Chrome, Firefox and Microsoft Edge. To be able to display a PDF file, the user must
have an external PDF reader with an Internet Explorer plugin.
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14. Annex 1: Supported browsers

Due to technical limitations, only recent browsers are officially supported. Older browsers
may run the application but experiences random issues.

Browser Minimum version
Microsoft Internet Explorer 11
Microsoft Edge 12
Mozilla Firefox 49
Google Chrome 49

Figure 81 - Supported browsers
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15. Annex 2: Roles tables

15.1 BSC
Reader User Admin Super admin
Fleet
Consult fleets overview v v v v
Stations
Search and list stations v v v v
Station
Consult station overview v v v v
Delete station . . v v
Rename station . v v v
Move station . v v v
Set station geolocation . v v v
Mark station events as v v v v
read
Consult station statistics v v v v
Access station file explorer . . v v
Access station through SSH . . v v
Access station through . . v v
remote commands
Configure station . . v v
Consult station versions . . v v
List station tasks . . v v
List station SNMP logs . . v v
List station events . . v v
Cart
Manage station cart v v v v
Alarms
Consult fleet alarms v v v v
Figure 82 — BSC roles table
15.2 RNC
Reader User Admin Super admin
Spectrum
Analyze radio frequency . v v v
Radio configuration
Configure radiopath . v v v
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Modem configuration

Analyze modem statistics v v v v
Figure 83 - RNC roles table
15.3 LNS
Reader User Admin Super admin
Clusters
List your clusters v v v v
Stations
List stations v v v v
Station
Consult station overview v v v v
Consult network v v v v
properties
Set network properties . . v v
Consult station AES keys . . v v
Add station AES key . . v v
Remove station AES key . . v v
Consult positioning v v v v
properties
Set positioning properties . . v N4
List RX and TX messages v v v v
List events v v v v
Endpoints
List endpoints v v v v
Endpoint
Consult endpoint overview v v v v
Reset frame counter down . v v v
Move endpoint . v v v
Set endpoint geolocation . v v v
List messages v v v v
List events v v v v
Send TX messages v v v v
Delete endpoint . . v v
Cart
Manage endpoint cart v v v v
Alarms
Consult station alarms v v v v
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Consult cluster alarms v v v v
Figure 84 - LNS roles table

15.1 Workflows

Reader User Admin Super admin
Create a new workflow . . v v
Execute a workflow on a . v v v
cart
Consult running workflows . v v v
Consult completed . v v V4
workflows
Consult workflows results . v v V4
Figure 85 - Administration roles table
15.1 Administration
Reader User Admin Super admin
Manage customers . . . v
Manage fleets . . v v
Manage stations . . v v
Manage clusters . . v v
Manage endpoints . . v V4
Manage users . . v v
Figure 86 - Administration roles table
15.2 Settings
Reader User Admin Super admin
Update alarm settings . . . v
Update fleet settings . . . v
Update station settings . . . v
Figure 87 - Settings roles table
15.3 Logs
Reader User Admin Super admin
Consult application logs . . . v
Consult activity logs . . . v
Figure 88 - Logs roles table
15.4 Profile
Reader User Admin Super admin
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Update your profile v v v v
Update another profile . . v v
Figure 89 - Profile roles table
15.5 About and documentation
Reader User Admin Super admin
Check services statuses v v v v
Consult documentations v v v v

Figure 90 - About roles table
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16. Annex 3: FAQ

16.1 How do | move a station from a fleet to another fleet?
You can move a station from a fleet to another fleet from:

(1) The BSC cart: add one or more stations to the cart, click on the cart icon and then use
the move action to move your stations (see paragraph 3.3)

(2) The station overview page: go on the main page of the station you want to move
and click on the floating button to edit the station. Select another fleet to move the
station (see paragraph 3.4.1)

16.2 How can | put a station in two fleets?

You cannot. Stations can only be in one fleet.

16.3 How can | put an endpoint in two clusters?

You cannot. Endpoint can only be in one cluster.

16.4 How can | deactivate a user or set an expiration date to a user’s
account?

You must have at least the role Admin to access to the user profile page you want to
manage. But you can only deactivate or set an expiration date to a user who has a lowest
role than yours. Of course, you cannot update the limitations of your own account.
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