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This guide will walk you through the creation of a cloud application for Kerlink WAL-e
LoRaWAN sensor on Amazon Web Services (AWS).

This tutorial is built on top of preceding Getting Started guides where you should have enabled
your Kerlink WAL-e and routed its messages onto AWS loT Core. Please refers to the following
documents at [1]:

e Getting Started with Kerlink gateways AWS loT Core for LoORaWAN

e Getting Started with Kerlink WAL-e AWS loT Core for LoRaWAN

1.1 What you need

To follow this guide, you need a Kerlink WAL-e configured and connected to AWS IoT Core.
You also need an AWS account with sufficient permissions to use the following services

e AWS IoT Core

e AWS Lambda

e AWS Simple Notification Service

NOTE — all devices in your fleet must have credentials with privileges that authorize intended
actions only, which include (but not limited to) AWS loT MQTT actions such as publishing
messages or subscribing to topics with specific scope and context. The specific permission
policies can vary for your use cases. ldentify the permission policies that best meet your
business and security requirements.

For sample policies, refer to
https://docs.aws.amazon.com/iot/latest/developerguide/example-iot-policies.html . Also
refer to https://docs.aws.amazon.com/iot/latest/developerguide/security-best-

practices.html

1.2 Application overview

This guide will walk you through the process of creating an application which triggers a
notification, either by email or by SMS, when the Kerlink WAL-e LoRaWAN sensor is activated.
WAL-e has two modes of operation - It triggers an alarm either when the button is pressed or
when a movement is detected.

No initial knowledge is required on LoRaWAN, nor on AWS services. It isrecommended though

to learn about AWS Policies and Permissions, as well as AWS pricing to avoid misuse of the
services. All actions in this tutorial are covered by AWS free tier.
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The application we are about to design relies on three AWS services, listed in the figure above.
Messages are coming from the LoRaWAN Network into AWS loT Core for LoRaWAN. We will
define a rule to trigger an AWS Lambda function. That function will decode the payload sent
by the sensor and trigger a notification on AWS SNS.

Finally, SNS will alert the user, forwarding the notification by email or by SMS.
2.1 AWS loT Core

2.1.1 Create rule

First, create a rule in AWS IloT Core. Go to AWS IoT Core console at
console.aws.amazon.com/iot, select “Act” >> “Rules”, and click the “Create” button.
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E‘Il'\frs Services ¥ Q _ Oregon ¥ Support ¥
®
AWS loT X AWS loT > Rules
Monitor Rules Create
Activity
» Onboard Search rules
» Manage
Name Status

P Greengrass
Enabled s
» Secure

Enabled sse
» Defend

Destinations

Test

Feedback English (US) w Privacy Policy Terms of Use

1. or its affiliates. A

Give the rule a name and a description. Then, write the Rule query statement as follows:

SELECT * FROM ‘uplinks/wale’

Where uplinks/wale is the AWS loT Core topic the messages are published to. This will
select all the messages from that topic to run this rule.
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Create a rule

Create a rule to evaluate messages sent by your things and specify what to do when a message is recelved (for example, write data to a
DynamoDB table or imeoke a Lambda fun(tinn}.

Name

wale_dema

Description

Demanstratien rule for Kerlink WAL-e

Rule query statement
Indicate the source of the messages you want to process with this rule.

Using SQL version

2016-03-23 -

Rule guery statement

SELECT <Attribute» FROM <Topic Filter> WHERE <Condition>. For example: SELECT temperature FROM 'iot/topic’' WHERE temperature > 50. To
learn more, see AWS loT S0L Reference,

Set one or more actions

Select gne or maore actions to happen when the above rule is matched by an inbound message. Actions define additional activities that occur
when messages arrive, like storing them in a database, imvoking cloud functions, or sending notifications. (*.required)

Error action

Optionally set an action that will be executed when something goes wrong with processing your rule.

Add action

Next step is to add an action in that rule. Click “Add action” button.

2.1.2 Add an action

Select the “Send a message to a Lambda function” action in the list.

2020-12-14 Confidential Page 7 /27



@ Title: Getting Started with Kerlink WAL-e and
e r\ I n Amazon Web Services

communication is everything Version: 1.3

AWS loT Rules

Select an action

Select an action.

Insert a message into a DynamoDB table
DYNAMODB

Split message into multiple columns of a DynamoDB table (DynamoDBv2)
DYNAMODBV2

Send a message to a Lambda function
LAMBDA

Send a message as an SNS push notification
SNS

Send a message to an SQS queue
s0s

Send a message to an Amazon Kinesis Stream
AMAZON KINESIS

Republish a message to an AWS loT topic
AWS IOT REPUBLISH

Store a message in an Amazon 53 bucket
s3

Send a message to an Amazon Kinesis Firehose stream
AMAZON KINESIS FIREHOSE

Send message data to CloudwWatch metric
CLOUDWATCH METRICS

Change the state of a CloudWatch alarm
CLOUDWATCH ALARMS

Send message data to CloudWatch logs
CLOUDWATCH LOGS

Send a message to the Amazon Elasticsearch Service
AMAZON ELASTICSEARCH

Send a message to a Salesforce 10T Input Stream
SALESFORCE 10T

tSeeePRrECHFSISNSON

J(@s Send amessage to loT Analytics
“ / 10T ANALYTICS

Send a message to an loT Events Input
10T EVENTS

i

—C

A

Send message data to asset properties in AWS loT SiteWise
10T SITEWISE

ull Start a Step Functions state machine execution
STEP FUNCTIONS

0133 Send a message to a downstream HTTPS endpoint
o4O HTTPS

Write a message into a Timestream table
TIMESTREAM

Cancel Configure action
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2.1.3 Configure action

Continue with clicking the “Configure Action” button at the bottom of the page.
AWS loT Rules

Configure action

g Send a message to a Lambda function
LAMBDA

We'll set the permissions on the Lambda function for you. Create a new Lambda function

*Function name

No lambda function selected Select

You need to create a lambda function for that action. Select “Create a new Lambda function”
link. AWS interface will redirect you to the AWS Lambda page. Refer to Section 2.2 to configure
your function.
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Lambda Functions Create function " @

Create function i

Choose one of the following options to create your function.

Author from scratch © Use a blueprint Browse serverless app
Start with a simple Hello World Build a Lambda application from rEpOSitO ry
example. sample code and configuration Deploy a sample Lambda
presets for common use cases. application from the AWS
Serverless Application
Repository.
Basic information
Function name
Enter a name that describes the purpose of your function.
wale_decoder
Use only letters, numbers, hyphens, or underscores with no spaces.
Runtime Info
Choose the language to use to write your function.
Python 3.8 v

Permissions info

By default, Lambda will create an execution role with permissions to upload logs to Amazon CloudWatch Logs. You can customize this
default role later when adding triggers.

» Change default execution role

» Advanced settings

Cancel

Feedback English (US) Terms of Use

For the moment, simply create a Python 3.8 function from scratch.

When the lambda is created, you can return to the AWS loT Core Rule “Configure Action”
(Figure 5) and click “Select” and eventually “Refresh” to select your freshly created function.
Finish this procedure clicking “Add action” button.

2.1.4 Finalize rule

Finally, once your action is added to the rule, create the rule on AWS loT Core using the
“Create Rule” button at the bottom of the page.
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Set one or more actions

Select one or more actions to happen when the above rule is matched by an inbound message. Actions define additional activities that occur
when messages arrive, like storing them in a database, invoking cloud functions, or sending notifications. (*.required)

wale_decoder

Error action

||| p] Send a message to a Lambda function Remove  Edit »

Optionally set an action that will be executed when something goes wrong with processing your rule.

Tags
Apply tags to your resources to help organize and identify them. A tag consists of a case-sensitive key-value pair. Learn more about tagging your
AWS resources.

Tag name Value
Cancel Create rule

The rule is now created. You can now switch back to AWS Lambda interface to write the
decoding function.
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@ Success
Successfully created rule.

AWS loT Rules

Rules

Search rules

Name Status

Enabled

Enabled

wale_demo

2.2 AWS Lambda

Browse back to AWS Lambda page to configure your function. Either go to the browser tab
you left while configuring AWS loT Core action or go to AWS console and select Lambda service

and select your function.
Your AWS Lambda function should look like the figure below. Note the link with AWS loT in

the trigger part of the Designer graph.
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S -

Lambda Functions wale_decoder ARN - arn:aws:lambdaius-west-2: i:function:wale_decoder
wale_decoder | mrotte || qualifiers v || Actions v | v
Configuration Permissions Monitoring

v Designer

E\) wale_decoder

@ Layers (0)

AWS loT + Add destination

+ Add trigger

Function code info

File Edt Find Viev Go Tools Window Test ~ Deploy R o ]
B v wale_decoder f - N =] lambda_functior *
E
E * | lambda_function.py 1 |fimport json
=
i 3 def lambda_handler(event, context): Y]

Feedback English (US)

Privacy Policy Terms of Use

2.2.1 Function code

Browse to the Function code part of the page. There is a code editor to write the instructions
of your function, with a template of Python code.

Copy and paste the following code snippet to the lambda function.py code area.

import json
import base64
import struct
import boto3

def lambda handler (event, context)
# FPort = 2 is required
if event|['ApplicationId'] != 2
return
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data = baseb6t4.b64decode (event|['PayloadData'])

values = struct.unpack from("<hhhhh", data)

keys = ('version', 'event', 'temp', 'humidity',
'voltage')

body = dict (zip (keys, values))
body.update (event)

client = boto3.client ('sns')
response = client.publish (
TopicArn = 'arn:aws:sns:us-west-
2:000000000000:I0T-to-email’,
Message = "Motion detected on
{1".format (body['Metadata'] ['LoRaWAN'] ['DevEUI'] [8:]),
Subject = "Motion detected"

)

This code is hooked to an event, triggered by the previously defined AWS IoT Core rule.

The event argument is a Python dictionary from the JSON received from AWS loT Core.

The code first filters on LoORaWAN FPort 2, then decodes the base64 payload data and unpacks
each value into a Python dictionary named body.

The event dictionary keys are based on AWS loT Core for LoORaWAN service. Depending on the
LoraWAN Network Server used, those keys may be different and should be adapted.

We then use AWS boto3 Python module to publish the decoded elements to an AWS SNS
topic named “IoT-to-email”, adding an email subject and an email body containing the
DevEUI of the device which triggered the lambda.

Note that you need to change the AWS SNS topic ARN with your own. See Section 2.3.1 to
create that topic.

Note that you will need to add permission to your lambda function to publish on that topic.
Refer to Section 2.4 to add the permission required.

To use SMS instead of email notification, as well as other functionalities of the boto3 module,
please refer to the boto3 documentation.

2.2.2 Deploy
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Function code info

~ File Edit Find View Go Tools Window Test * Deploy g -ﬁ-
H v wale_decoder £ B8 lambda_functior =
g € | lambda_function.py 1 impert json
g 2 import baseb4
L 3  import struct
4 import boto3
5
6 def lambda_handler(event, context):
7 # FPort = 2 is required
8 if event['ApplicationId'] != 2:
9 return
18
11 data = basefd.bbddecode(event['PayloadData'])
12 values = struct.unpack_from("<hhhhh", data)
13 keys = ('version', |event', 'temp', 'humidity', 'voltage')
14
15 body = dict(zip(keys, walues))
16 body.update(event)
17
18
19 client = boto3.client('sns')
28 response = client.publiszh(
21 TopicArn = 'arn:aws:sns:us-west-2: :IoT-to-email",
22 Message = "Motion detected on {}".format(body['Metadata']['LoRaWAN']['DevEUI'][8:]1),
a3 Subject = "Motion detected”
24 )
25
26
27

13:24 Python Spaces::lﬁ'

Hit the “Deploy” button to enable the function.

The code is ready. The next step is to configure AWS Simple Notification Service to receive an
email when an uplink occurs.

2.3 AWS Simple Notification Service

Go back to the AWS console home and look for Simple Notification Service. The service starts
with a landing page.
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Application Integration

Amazon Simple
Notification Service Create topic
Pub/sub messaging for

A topic is a message channel. When you publish a message
to a topic, it fans out the message to all subscribed

microservices and serverless | =
applications. —

b

Start with an overview

Pricing
Benefits and features

Reliably deliver messages Automatically scale your
with durability workload

Learn more [

Documentation [2

. . . . Developer Guide
Simnlifv vonr architartira Kaan maccanac nrivate and v

Feedback English (US) w [ \ma vices, Inc. or its affiliates. All rights reserved. Privacy Policy Terms of Use

Type in the topic we chose in the AWS Lambda code and click “Next step”.

2.3.1 Create topic
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Amazon SNS X Amazon SNS Topics Create topic 9
Create topic
i

Type Info

S) FIFO (first-in, first-out) O Standard
WP
Name
loT-to-email

Display name - optional

Info
» Encryption - optional
» Access policy - optional
» Delivery retry policy (HTTP/S) - optional
The policy defines how Amazon SNS retries failed deliveries to HTTP/S endpoints. To madify the default settings, expand this section. info

» Delivery status logging - optional
These settings configure ng of message deliver

gure the logg y status to CloudWatch Logs. Info

» Tags - optional
Atagisam ata La that you can assign t Amazon SNS top ach tag sts of a key and an opti al value. ¥

L more [

earn

e

Simply check the name and hit “Create topic” button at the bottom of the page. Refer to AWS
SNS documentation to know more about the other options.

Once the topic created, note the ARN for your lambda function (Refer to Section 2.2.1).
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Amazon SNS X © Topic loT-to-email created successfully. Publish message X

You can create subscriptions and send messages to them from this topic.

Dashboard
Amazon SNS Topics loT-te-email
Topics
Subscripti .
Hbscriptions loT-to-email | Edit ‘ | Delete | ‘ Publish message
¥ Mobile
Push notifications Details
Text messaging (SMS)
Name Display name
loT-to-email
ARN Topic owner
arn:aws:sns:us-west-2:' loT-to-email
Type
Standard
Subscriptions Access policy Delivery retry policy (HTTP/S) Delivery status logging Encryption
Tags

Subscriptions (0)

Create subscription

Feedback  English (US) w 920 Services, Inc. or its a I rights reserved, Privacy Policy  Terms of Use

2.3.2 Create subscription

On the topic page, there is a subscription section. Hit the “Create subscription”. This will setup
the email notification for the topic we just created.
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Amazon SNS Subscriptions Create subscription

Create subscription

Details

Topic ARN

Q, arn:aws:sns.us-west-2: 3:1oT-to-email X
Protocol
The type of endpoint o subscribe

Email v

Endpoint
An email address that can receive notifications from Amazon SNS.

@ After your subscription is created, you must confirm it. Info

» Subscription filter policy - optional

This policy filters the messages that a subscriber receives. Info

» Redrive policy (dead-letter queue) - optional

Send undeliverable messages to a dead-letter queue. Info

Cancel Create subscription

Feedback English (US) w 020, Amazol vices, Inc. or its affiliates. All rights reserved, Privacy Palicy Terms of Use

Choose “Email” under the Protocol list and enter the e-mail of the notification recipient in the
Endpoint field.

You can also select “SMS” if you prefer this notification method and add the phone number
to be notified. Service charges may apply.

Finally, hit “Create subscription” button.
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Amazon SNS X © Subscription to loT-to-email created successfully. ®
The ARN of the subscription is arn:aws:sns:us-west-2: loT-to-email:7f531¢6c-, -f7af28084f55.
Dashboard
Topics Amazon SNS Topics loT-to-email Subscription: 7f531c6c- f7af28084f55
Subscriptions . . .
Subscription: 7f531c6c- -f7af28084f55
¥ Mobile
Push notifications
Text messaging (SMS)
Details
ARN Status
arn:aws:sns:us-west-2: :loT-to- @ Pending confirmation
email:7f531c6c- f7af28084f55
Protocol
Endpoint EMAIL
@kerlinkfr
Topic
loT-to-email
Subscription filter policy Redrive policy (dead-letter queue)

Subscription filter policy

This policy filters the messages that a subscriber receives. Info

No filter policy configured for this subscription.

To apply a filter policy, edit this subscription.

Feedback  English (US) w © 2008 b Services, Inc. or its affiliates. eserved, Privacy Policy  Terms of Use

Note that the subscribed email needs to be confirmed. You will receive a confirmation email
immediately after creating the subscription. Click on the “Confirm subscription” link.

amazon ) o ]
webservices- Simple Notification Service

Subscription confirmed!

You have subscribed @kerlink.fr to the topic:
IoT-to-email.

Your subscription's id is:
BFN:AEW3:ana:us-weat-2:! :IoT-to-email:T7E£531che- -

~-f7af28084£55

If it was not your intention to subscribe, click here to unsubscribe.

2.4 AWS Lambda permissions setup

The final step is to allow the lambda function we created to post to the SNS topic.
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2.4.1 Lambda execution role

To add permission to the lambda function, go to AWS Lambda, and select the function. Switch
to the “Permissions” tab of the function and click on the role name under “Execution role”.

WS servies v T .

Lambda Functions wale_decoder ARN - arn:aws:lambda:us-west-2:" sfunction:wale_decoder
wale decoder Throttle || Qualifiers ¥ || Actions ¥ ‘ v
Configuration Permissions Monitoring

Execution role

Role name

wale_decoder-role-12dfopOc [4

Resource summary View role document

o Amazon CloudWatch Logs
& o ) v
3 actions, 2 resources

To view the resources and actions that your function has permission to access, choose a service.

By action By resource

Resource Actions
arn:aws:logsius-west-2: o Allow: logs:CreateLogGroup

Allow: logs:CreateLogStream

arn:aws:logs:us-west-2:' :log-group:/aws/lambda/wale_decoder:*
J g-aroup Allow: logs:PutLogEvents

This link leads to AWS Identity and Access Management (IAM), on the role summary of the
function.

2.4.2 Attach a new policy
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Identity and Access Roles > wale_decoder-role-12dfopOc
Management (IAM) 1 Summary Delete role
Dashboard Role ARN arn-aws:iam: ‘role/service-role/wale_decoder-role-12dfopOc ()
« Access management Role description Edit
Groups Instance Profile ARNs [}
Users Path Iservice-rolef
Roles Creation time 2020-11-13 17:24 UTC+0100
Policies Last activity 2020-11-13 21:07 UTC+0100 (Today)
|dentity providers Maximum session 1 hour Edit
duration

Account settings

Access reports Permissions Trust relationships Tags Access Advisor Revoke sessions

Access analyzer « Permissions policies (1 policy applied)

Archive rules

Attach pol s Add inline polic

Setti
etings Pelicy name - Policy type ~
Credential report » WSLambdaBasicExecutionRole-7ebd...  Managed policy %
Organization activity
Service control policies (SCPs) » Permissions boundary (not set)

Qa

Click “Attach policies” button under the Permissions tab.
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Attach Permissions

Create policy

Filter policies - Q

Policy name ~

» AdministratorAccess

» AlexaForBusinessDeviceSetup

» AlexaForBusinessFullAccess

» AlexaForBusinessGatewayExecution

» AlexaForBusinessLifesizeDelegatedAccessPolicy
» AlexaForBusinessPolyDelegatedAccessPolicy
» AlexaForBusinessReadOnlyAccess

» AmazonAP|GatewayAdministrator

» AmazonAP|GatewaylnvokeFullAccess

» AmazonAP|GatewayPushToCloudWatchLogs
» AmazonAppFlowFullAccess

» AmazonAppFlowReadOnlyAccess

» AmazonAppStreamFullAccess

» AmazonAppStreamReadOnlyAccess

Type
Job function

AWS managed
AWS managed
AWS managed
AWS managed
AWS managed
AWS managed
AWS managed
AWS managed
AWS managed
AWS managed
AWS managed
AWS managed

AWS managed

~
L%

Showing 620 results

Used as

Permissions policy (1)

Cancel

On the next page, click “Create policy” button to add a new policy for that role.
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Services ¥

aws

A policy defines the AWS permissions that you can assign o a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more
Visual editor ~ JSON Import managed policy
Expand all | Collapse all

« SNS (1 action) Clone Remove

b Service SNS

» Actions \yrite

Publish

~ Resources @ Specific
close All resources

Documentation

topic arn;aws.sns.us-west-2 I0T-to-email EDIT © Any In this account

Add ARN fo restrict access

» Request conditions Specify request conditions (optional)

© Add additional permissions

Cancel Review policy

Feedback English (US) ¥ mazon Web S Inc. or its affiliates ights reserved. >rivacy Policy Terms of Use

Select the “SNS” service. On the actions list, tick “Publish” under “Write” actions. Finally, select
a specific resource, giving the topic ARN you just created in AWS SNS.
Hit the “Review policy” button on the bottom of the page.
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aws

Review policy

Name® SHS-publish-loT-to-email

Use and+=,.@-_’ Maximum 128 characters

Description | Policy to allow a lambda function to publish to SNS topic I0T-to-email

Maximum 1000 characters. Use alphanumeric and +=,.@-_" characters.

Summary

Service v Access level Resource Request condition

Allow (1 of 242 services) Show remaining 241

SNS Limited: Write TopicName | siring like | loT-io-email ~ None

< >

* Required Cancel Previous Create policy

Feedback English (US) * mazon Web ¢ Inc. or its affiiates. ights reserved. ? Terms of Use

Give the policy a name and a description. Finally, click the “Create policy” button.

2.4.3 Attach policy to lambda role
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Eﬂ\is Services ¥

Identity and Access Policies > SNS-publish-loT-to-email

Management (IAM) 4 Summary Delete policy
Dashbeard Policy ARN arn:aws:iam policy/SNS-publish-loT-to-email ¢

- Access management Description Policy to allow a lambda function to publish to SNS topic loT-to-email
Groups —

Permissions Policy usage Policy versions Access Advisor

Users
Roles ~ Permissions

Policies Attach this policy to an 1AM entity to apply its permissions to the entity. Learn more

Identity providers

Account setfings

w Access reports Filter: Filter ~ Q Showing 0 results
Access analyzer
Name « Type ~
Archive rules
Analyzers
Seftings

» Permissions boundaries
Credential report

Organization activity

Service control policies (SCPs)

Q

aws Services ¥

—

Attach the policy to users, groups, or roles in your account

Filter: Filter -~ Q, wale_decoder-role-12dfop0c Showing 1 result

v Name « Type «

wale_decoder-role-l2dfop0c Role

Cancel

Attach policy

Terms of Use

Feedback English (US) w»

Inc. or its affiliates. All rig
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Search for the lambda function role in the search bar, tick its line and finally hit “Attach policy”
button.

If you navigate back to the lambda function role, you will see that 2 policies are attached to
the role.

2.5 Follow application execution

Your application is now all setup and ready to run. For each uplink message received on AWS
loT Core, an email will be sent by AWS SNS.

To troubleshoot or watch your application behaviour, several tools come handy.

2.5.1 AWS loT Core test

Navigate to the AWS loT Core console. In the navigation pane on the left, click Test. This takes
you to the MQTT Test client page, where you can subscribe to an loT Core topic and watch the
data flowing in. You can also manually publish data on any loT Core topic.

2.5.2 AWS Cloudwatch

Cloudwatch collects the logs of the lambda function. If the function raises an error,
Cloudwatch logs will collect and display the function traces.

2.5.3 AWS SNS publish

AWS SNS allows to manually publish a message onto a given topic. This will help investigating
if notification emails go to your spam box.

This is it! You have designed and set-up a complete end-to-end application, from the
LoRaWAN sensor up to the e-mail notification system.

You can imagine many other usages on top of this infrastructure, such as storing the data sent
by the device into AWS S3 or DynamoDB, try the AWS loT Core Analytics, and even reply back
to the device to light an LED.

End of Document
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